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Abstract: In this paper, we study the physical layer secrecy performance of a hybrid satellite
and free-space optical (FSO) cooperative system. The satellite links are assumed to follow
the shadowed-Rician fading distribution, and the channel of the terrestrial link between
the relay and destination is assumed to experience the gamma—gamma fading. For the
FSO communications, the effects of different types of detection techniques (i.e., heterodyne
detection and intensity modulation with direct detection) as well as the pointing error are
considered. We derive exact analytical expressions for the average secrecy capacity and
secrecy outage probability (SOP) for both cases of amplify-and-forward (AF) and decode-
and-forward (DF) relaying. The asymptotic analysis for the SOP is also conducted to provide
more insights on the impact of FSO and satellite channels on secrecy performance. It is
found that with the AF with fixed gain scheme, the secrecy diversity order of the investigated
system is only dependent on the channel characteristics of the FSO link and the FSO
detection type, whereas the secrecy diversity is zero when the relay node employs DF or
AF with variable-gain schemes.

Index Terms: Physical layer security, hybrid satellite free-space optical (FSO) cooperative
system, land mobile satellite (LMS) channel, secrecy outage probability, average secrecy
capacity.

1. Introduction
1.1 Background and Motivations

Satellite systems have been widely used in navigation, broadcasting, and disaster relief due to
advantage of providing service over a wide area with high data transmission rate, especially in
scenarios where the wired or wireless terrestrial communication systems are not available [1].

Vol. 11, No. 1, February 2019 7900814



IEEE Photonics Journal Physical Layer Security of Hybrid Satellite-FSO

However, the availability of satellite signals can be often hindered by the masking effect from the
shadowing and obstacles that block the line-of-sight (LoS) communication link between the satellite
and a terrestrial user [2]. To overcome the masking effect of satellite communications, hybrid
satellite-terrestrial cooperative systems have been developed to take advantage of the relaying
technique [2]. The newly founded International Telecommunication Union (ITU-T) Focus Group on
Network 2030 forecasts that the convergence of terrestrial and space networks is essential for the
future generation communication system to achieve the goal of providing communication service
for everyone everywhere at any time [3]. Among different terrestrial communication techniques,
optical communication through the atmosphere, i.e., free-space optical (FSO) communication, has
gained increasing attention due to its potential as a cost-effective and wide bandwidth solution
operating within the unlicensed optical frequency band, relative to the conventional radio frequency
(RF) transmission systems [2], [4]-[7].

The hybrid satellite-FSO cooperative system can find applications in a number of scenarios due
to its advantages in terms of fast and affordable deployment, wide coverage, and high throughput.
For instance, during disaster recovery, the establishment of broadband access for the disaster area
is essential. If the terrestrial communication infrastructure is severely damaged, a geostationary
satellite with the FSO system can quickly provide broadband communication links to a large amount
of users in the disaster area. It is suggested in [8] that in a disaster scenario, transportable cooper-
ative relaying ground stations can be deployed to provide broadband access in the disaster areas;
these stations receive satellite signals and then relay the received signals to a masked destina-
tion node over the FSO link. The advantages of both satellite and FSO system enable the hybrid
satellite-terrestrial cooperative system to provide broadband access with large coverage area in
both cost-efficient and fast way. According to the ITU report [9], around half of the global population
remain unconnected to the Internet with most of them living in the least developed countries. There-
fore, the cost-effective hybrid satellite-FSO solution also serves as a very promising technique to
mitigate the digital divide in the least developing countries, which generally have inadequate optical
fiber network and wireless network infrastructure [9].

1.2 Related Works and Contributions

Resulting from the inherent nature of satellite broadcasting and its wide coverage area, satellite
communications are prone to security threats. The potentially strong computation ability of the
eavesdropper makes the traditional satellite communication security approach through the crypto-
graphic protocols in the upper layers not necessarily robust [10], hence security problem should
also be addressed from the physical layer perspective by using the randomness and time-varying
nature of the radio wave propagation channel [6], [7], [10]-[12]. It is shown through the physical
layer security (PLS) theory in [13] that secure information transmission can be achieved when the
quality of the eavesdropper’s link is inferior to that of the legitimate link. This motivates the research
of communication security from the information-theoretic perspective [6], [7], [10], [11], [14]-[17].
The secrecy performance analysis of a mixed RF-FSO system by assuming the RF link undergoing
Nakagami-m fading is conducted in [6], which is further extended to the scenario with channel
imperfection in [7]. The PLS performance of a mixed RF/FSO dual-hop system is studied in [14]
by assuming the RF channels following n — u fading and the FSO link experiencing M-distributed
fading. The secrecy performance of a cognitive satellite-terrestrial network is investigated in [10],
where the satellite links are assumed to experience Shadowed-Rician fading and the wireless links
undergo Rayleigh fading. In [11], the secrecy outage performance of a land mobile satellite sys-
tem is investigated, where both the legitimate user and eavesdropper are equipped with multiple
antennas and employ the maximal ratio combining scheme. The secrecy performance of a hybrid
satellite-terrestrial relay network in the presence of multiple eavesdroppers is analyzed in [15]. It is
assumed that the multiple eavesdroppers receive signals from the terrestrial networks. In [16], the
performance of robust secure beamforming for the fifth generation (5G) wireless systems operating
at millimeter wave frequency and coexisting with a satellite network is studied. The secrecy per-
formance of a cognitive satellite-terrestrial network in the presence of an eavesdropper equipped
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with multiple antenna is investigated in [17], where the interference from the mobile base station is
purposely introduced to enhance the security of the satellite link.

Motivated by the latest advances in physical layer security analysis [11], [15]-[18] and the potential
of the hybrid satellite-FSO system in various scenarios, we study the secrecy performance of
satellite-FSO cooperative system for both the cases of amplify-and-forward (AF) and decode-and-
forward (DF) relayings in this paper. To the best of the authors’ knowledge, the secrecy performance
of satellite-FSO cooperative system has not been studied from the physical layer perspective. The
conducted analysis in this paper also significantly differs from the other papers on the secrecy
performance analysis of satellite-cellular or land mobile satellite systems. On the one hand, FSO
propagation channel poses different propagation characteristics compared to the radio frequency
links in terms of fading, turbulence, and pointing errors. On the other hand, the good directivity
of FSO link ensures that the eavesdropper resort to receive signals from the satellite links while
in satellite-cellular systems, the eavesdroppers are more likely to receive signals from the cellular
networks since the signals from cellular networks can be stronger. The main contributions of the
paper are listed as follows:

¢ We investigate the secrecy performance of the hybrid satellite-FSO cooperative system under
AF and DF relaying strategies. The fading of the satellite link is modeled by the widely used
Shadowed-Rician model while the FSO channel fading is modeled by the Gamma-Gamma
distribution. Besides the fading effects of the channels, the impact of FSO pointing error and
detection technique are taken into consideration in our analysis.

e Contrary to previous work on the secrecy performance of communication systems involving
FSO link [6], [7], [12], we derive the exact expression for secrecy outage probability (SOP) in
addition to closed-form exact expression for average secrecy capacity (ASC) in the paper.

e To gain more insights on the secrecy performance of the hybrid satellite-FSO communication
system, asymptotic SOP analysis of the investigated system is conducted with the secrecy
diversity order being derived. The impact of the FSO detection types on the achievable secrecy
diversity order is also analyzed.

1.3 Structure of the Paper

The remainder of the paper is organized as follows: In Section 2, the investigated satellite-FSO
cooperative system and corresponding channel models are introduced. The secrecy capacity per-
formance is analyzed in Section 3 followed by the secrecy outage performance in Section 4. The
analytical expressions are numerically evaluated and discussed in Section 5. Finally, summary and
conclusion are drawn in Section 6.

2. System and Channel Models

In this paper, we investigate a hybrid satellite-FSO cooperative system as illustrated in Fig. 1.
A satellite (S) sends confidential information to a masked destination node (D) on land with the
assistance of an intermediate relay (R) situated on the ground. On the ground, an eavesdropper
node (E) attempts to decode the confidential information sent from the satellite S. The long-distance
communication link between the satellite S and the relay node Ris an RF link modeled by the widely
used Shadowed-Rician fading model. The short-distance terrestrial communication between the
relay R and destination node D is through an FSO link and the channel fading follows the Gamma-
Gamma distribution. Moreover, it is assumed that the channel between the satellite and relay is
quasi-static, i.e., slow fading, within one symbol time interval.

2.1 Satellite Communications

In the satellite communication system, the received baseband signal after downconversion at node
X, X € {R, E}, is expressed as

yx = hxx+n, (1)
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Satellite RF links
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Fig. 1. The investigated hybrid satellite-FSO system consisting of a source node S (i.e., the satellite), a
desired receiver D masked from satellite signals, a relay R, and an eavesdropper E.

where x is the transmitted signal with transmit power P, hy represents the channel between node
S and node X, n denotes the additive white Gaussian noise (AWGN) with mean zero and power
spectral density Ng, which, without loss of generality, is assumed to be the same for both links.
With the satellite links being modelled as Shadowed-Rician fading, the corresponding probability
distribution function (PDF) £, 2(x) for the channel, hx, X € {R, E}, is given as [2]

fing2(X) = ax - exp (=BxX) - 1F1(my;1;8xx), x>0, )
where ax = 51 (ﬁ%)  Bx = 5 m with my representing the Nakagami pa-

rameter of the corresponding satellite I|nk, and the parameters Qx and 2by being the average power
of the LoS component and multipath component, respectively. In (2), 1F1(a, b, z) represents the con-
fluent hypergeometric function of the first kind, which can be rewritten in series from the equality
[19, Eq. (07.20.03.0108.01)] and the definition of Laguerre polynomial [19, Eq. (05.02.02.0001.01)]
as follows:

my—1 _ L «
1F1(mx; 1;3xx) = exp (8x X) - Z (1 mx()kk')z( 8xX) ’ @
k=0 )

where (-)x denotes the Pochhammer symbol [20, p. xliii].

From (2), it can be shown that the PDF and the cumulative distribution function (CDF), respectively,
of the instantaneous SNR for the satellite links, i.e., yx = %‘O”X‘z =%y - |hx|?, X € {R, E}, can be
expressed as

my—1 k vk
ax(1 —my)-(=68x)*-x
=3 _kf? (2,)2” exp (—xx). @)
k=0
my—1 k k i
ax - (1 —mx)k- (=38x)*-
=1- Z Z ik T - €Xp (=AxX), (®)
p i Ay - k!
0 =0
P F2

where iy = %. In (4) and (5), the average SNR 7, = 57— for the satellite link between satellite

Sand node X, X € {R, E} is related to parameter F, which denotes a scaling parameter including
the effects of free space path loss, antenna pattern, etc. [21].

2.2 Terrestrial FSO Communications

For the terrestrial FSO communication link between relay R and the desired node D following
the Gamma-Gamma distribution [22]. In this paper, we utilize a unified Gamma-Gamma fading
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distribution, which accounts for pointing errors and type of detection techniques [23]. The PDF
f,» (x) of the instantaneous SNR yp is given as [4]

f =& gao haﬁ<i>:
P T @rgx e s

where the parameter r specifies the applied detection type at the FSO receiver (i.e., r = 1 denotes
heterodyne detection (HD) and r = 2 implies intensity modulation with direct detection (IM/DD)),
the parameter ¢ is the ratio of the equivalent beam radius to the standard deviation of the pointing
error displacement (jitter) at the FSO receiver [6], the parameters « and g are used to represent
the severity of fading/scintillation due to the atmospheric turbulence conditions [24], h = 52‘% and,
ur denotes the average electrical SNR of the FSO link under the HD or IM/DD detections (for

) _ . o B (52 .
HD detection, w1 = E[yp] = yp, and for IM/DD detection, 1o = %) [4]. The expression
a1 g e ey ap

Gl x denotes the Meijer G-function [20, Eq. 9.343].
p.q bi,..., bg

The CDF F,, (x) of the instantaneous SNR yp can be obtained directly from its relation with the
PDF in (6) and is expressed as follows [6]:

2 +1
Ei,j;ﬂ), ©

Frol) = =72 ot () - A8+ 1) (7)
" (@) T()0(B) W3\ w2 T A(r 82), A(r, @), A(r, B), 0 )
where the notation A(k, a) represents that A(k, a):%,%,m,% comprising k terms.
For simplicity, we adopt the following notations hereinafter: A = (ZW)‘E,Z,ZQ;Z;W),B = (l’t’f‘f’z):,la =
A(r, 82 + 1), Ko = A(r, %), A(r, @), A(r, B). Hence, the CDF F,, (x) can be rewritten as: F,,(x) =
3r.1 1, K4
A 'Gri1,3r+1 <BX Ko, 0 )

Remark 1: 1t is worth mentioning that another widely used distribution to model the FSO link
is the Malaga model [25], [26]. However, by noticing the similarities in the distribution functions
of the Malaga and Gamma-Gamma distributions, it is clear that the analytical method presented
in this paper can be readily extended to the case assuming the Malaga model for the FSO link
distribution. |

Depending on the nature and complexity of the relaying technique, the relaying strategies can
be generally classified into two categories, namely amplify-and-forward and decode-and-forward
schemes [27]-[30]. In the AF cooperative protocol, the amplifying process by the relay node can
be based on partial or full channel state information (CSI) of the link between the source and relay
nodes, e.g., fixed-gain and variable-gain cooperative relaying, respectively [28]. In the following
subsections, we derive the statistics of the equivalent end-to-end SNR from the source satellite to
the desired destination node under the AF with fixed-gain relaying and DF relaying schemes.

2.3 Amplify-and-Forward Relaying With Fixed-Gain

With AF relaying, a fixed-gain is introduced by the node R regardless of the fading amplitude of the
first hop. The corresponding end-to-end SNR yg}f at node D can be expressed as [31]

AF YRYD
e s 8
Veq v +C (8)

where C is a constant for a fixed-gain relaying [31].
The CDF F . (x) of the SNR 4 can be determined by definition as follows:

YRYD
Fy&F(X):PI‘[VD C <Xj|, (9)
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which can be further extended to
< (x(yp +C)
0020, |- batmravo = [ Fa( D) a0

=[P < g

Substituting (5) and (6) in (10) the CDF F VaF (x), after some algebra, can be written as

mp—1 k

ar(1 — mg)y - (—8g) - €% - X'
Frar(x _1_22 T -exp (=g - X)
‘ o 10 'R YR KL T(0)T(B)

k 1
0 1 i
/ (VD+C) .—~exp<—AHx~£> G?g<h 5( )
0 YD VD VD Her

k
Rewriting the expression ©+C) " in series with the binomial expansion [20, Eq. (1.111)] and
YD

utilizing the properties [19, Egs. (01.03.26.0004.01, 07.34.21.0013.01)], the CDF in (11) can be
further expressed in closed-form as follows:

£ +1

> d)/D. (11)

Foae(x) = 1 Z& ap - (1= mp)i- (=38) - O () - X' - exp (— 2 - X)
AF(X) =1 — i
b k=0 i=0 j=0 g R D) - T(B) - K
1 gor(w 3.0 YD £ 41
[ ons(zelL) e (n () €275 o

& ag - rP2 g2 (1 — mR) - (—8R)¥

i -2 Lt N () R N (2) RE SRR Sy (B R (I

X exp (—1gx)

A

D
L gar1.0 ((haﬁ)’kRCX‘ K4 >

r,3r+1 Wy rar IC2, ]

=1-> X7 exp(—2ax)- G217 (BAHCX
(kij)

/clz, ; ) (12)

2.4 Decode-and-Forward Cooperative Relaying

The DF based relaying system is equivalent to a series network, which implies that the capacity of
the system is dominated by the worst hop. Due to the fact that the channel capacity is a monotonous
function of the SNR, it is straightforward to show from a capacity point of view that the equivalent
SNR y F of the hybrid system with the DF relaying protocol is given as [27]

Ver £ min (va. yp). (13)

The CDF F,pr(x) of the equivalent SNR yg DF can be derived based on the definition as follows:
Fyor(x) =1 —Primin(ys, yp) > xI=1—[1 = F,, (0] - [1 = F, (0] (14)
Substituting (5) and (7) into (14), the CDF FV%F (x) can be written as

mg—1 ¢

Ol,q 1 — mR 8R)q 1, €
For)=1->">" s e ' .x/.exp(—an)[ —A-G¥l o an’,cz’ 6)] (15)
g=0 =0 YR @

(ah)
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Remark 2: It should be noted that when the AF protocol with variable-gain scheme is employed
and full CSl is utilized at the node R to counteract the instantaneous fading effects, the end-to-end

SNR yy, at node D can be expressed as: yy, = A = min (ve, yp) = % [28]. In this regard, the
conducted secrecy performance analysis under the assumption of the DF relaying in this paper is
also valid for the scenario of AF protocol with variable-gain relaying. |

3. Average Secrecy Capacity Analysis

Average secrecy capacity is an important metric to evaluate the security performance of active
eavesdropping. In the active eavesdropping scenario, full CSI of both the main and eavesdropper
channels is available to the node S, which can adapt the achievable secrecy rate accordingly [18].

The secrecy capacity is defined as the maximum achievable perfect secrecy rate. The in-
stantaneous secrecy capacity of the considered system is mathematically expressed as C; =
max{In(1 + yeq) — IN(1 + y&), 0} [18]. The ASC C; can be obtained from [6]

[eelydlee] OOFE
Co= [ [ G re) bl -tV drmtie = [ ED[1-F i d (16)
0o o 1+v

3.1 Amplify-and-Forward Relaying With Fixed-Gain

Substituting (5) and (12) into (16), the ASC E?F with the the relay node working under fixed-gain
AF cooperative protocol can be expressed as

AF o T & o - (1 —meg)p - (=8e)P
C =/ ) L. exp (-1
s 0 1+)/ |: )\’p —tH1 7_/p+1 p' Y p( EV):|

p=0 =0
2y
(pt)
i—f ’C
AV exp(—ray) - G5, BrrCy |y 0 | dy =71 — 1o, (17)
(ki)
where Tr = 3 fo V'™ - exp (=hay) - Gy 1 (BARCYI )] 1= dy and To = ) Yy Jo~ %-

exp (—aey) - [/ - exp(—2ay) - G2, 1 (BARCYI ST )] dy.

Utilizing the following transformations in Zy and Z,: % = G]:](x| :)= exp (—bx) = Gé:?(bx| 6) [20,

Eq. 9.3], and the solution to the integral of product of three Meijer G-functions in terms of extended
generalized bivariate Meijer G-function (EGBMGF) [19, Eq. (07.34.21.0081.01)], we can obtain the
exact expression for the integrals Z; and Z, as follows:

I

1.1 - 1,0 a
Iy = ;j)/ G11( _l> Go1<)»m/ 0) Gr3r+1 (BARCy”C /) dy
1]i—j K4 |1
-y e b)), o
(ki) =i =J| K2, j|rp

t
IZ_ZZ/ GH( ‘fi: j) Gg?((kn-i-)»E) ‘ ) G?%?H (BAHCy"C’gI)dy

(kij) (1)
ZZ to1 1310 1| t+H1T—j1 Ky 1 BCir (19)
50 Ut ae) OISOt T~ ]| Kz ] ) (at2e))

Substituting (18) and (19) into (17), the closed-form expression of the ASC for the fixed-gain AF
relaying scheme is obtained. The EGBMGF function can be readily evaluated with Matlab [32].
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3.2 Decode-and-Forward Cooperative Relaying

Substituting (5) and (15) into (16), the ASC 5EF with the the relay node working under DF protocol
or variable-gain AF protocol can be expressed as

coF = /oo mEZ1iaE —Me)y (0 ' exp (—Agy)
s o 1+y =5 pt+1 V/Z:+1 |

2y

(p)

mp—1

q

an - (1= Mg)q - (~84)° -
ZZ )ﬂ % J—jqﬂ g v exp(=rpy) - [1—A -G g, ( By
=0 =0 !

1, K4
a Ka, Oﬂ a

A

(ah)

=13 — 14 — Is + Ts, (20)

where 73 = q/) fo % (= py)dy, Iy = Z(q/ . ¢+Vy exp (— )‘HV)G,_H 3r4+1 (BV| dJ/ )

Is =Ygy 2oy Jo + H,, -exp[—(hp + 2e)Y1dy, and Zs =3y Yoy Jo. AH,, -exp[— ()»H+)»E)V]
GSr1 (B]/|1 ’C1)dy

r+1,3r+1

Utilizing the similar approach in solving the integrals Z1 and Z, in Subsection 3.1, the ASC ESDF
can be given in closed-form as

—DF 2 1 1,0:1,1:37,1 T+ 11, K
C, = ZG12()‘H )-i-ZA G1011ri13f+1<—’t+/‘/C2,0

(@l (ah
—(t+1) 1,0:1,1:31,1
1‘+/)> DA Gio i, 3r+1

_ZZGm(MJﬂE 2
q

(ah) (p1)

1 B )
(Ap +2E)" (AR + 2E)

1 B
E’E)' @1)

[
[

1, K4
K2, 0

4. Secrecy Outage Probability Analysis

The secrecy outage probability is a useful secrecy performance metric for the scenario of passive
eavesdropping, where node S does not have CSI on the eavesdropper’s channel [6].

The secrecy outage probability is defined as the probability that the instantaneous secrecy
capacity is below a predefined threshold rate R [33], i.e.,

SOP = Pr[Ci(yeg. i) / b ve) - Fy, (1 + ve) - © — 1) dys, (22)

where ® = exp (R;) > 1.

4.1 Amplify-and-Forward Relaying With Fixed-Gain

Substituting (4) and (12) into (22), the secrecy outage probability SOPAF for the fixed-gain AF
cooperative protocol can be expressed as

00 mg—1 _ _ .
SOPAF — 1 _/ Z OlE(1 mi)q ( 8E)q yq ~eXp )‘fEV Z[“ +]/ _1]’ —
0 q=0 ve (@) (kij)
exp(—ra-[(1 +7)- O — 1)) - 61 (anc (1 +7)- O—ﬂ‘ )dy (29)
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In order to solve the integral in (23), we make the following change of random variables (RVs): (1 +
y)® — 1 = xand d x = ©d y. After some mathematical manipulations, the secrecy outage probability
SOPAF in (23) can be simplified as

mg—1

(1-m se)d 1-0 1
SOPAF Z Z OtE _q+1E ( E) . exp |:—?»E ( )] C— (17 +Is), (24)
(ki) q=0 VE -(q"? S S

where T; = [°[*£1-9]9 . exp (—2Ex — agx) - X' - Gf’sﬂf(BAHC-xUC‘ )dx and Tg=[J_ x.

25 j)
Utilizing the following equalities: [(1 — ©) + x]9 = 37 _, (9)x"(1 — ©)9~", exp (—bx) = Géz?(bx| 0)

[“52]7 - exp (—26x — 1aX) - GO P (BARC - x|,C

and [19, Eq. (07.34.21.0013.01)], the exact expression of the integral Z; can be obtained as:

q (1_ )qn *© i—i , )\E IC
(n) o /O XGRS 5 T )xlg G¥IY (BARC - x szj dx

g\ (1-0)" (ke SR s BipC | =(n+i—)). Ky
R G L (el A T M

To solve the integral 7Ig, we further express the exponential term in series using the equality

I; =

M- 10-

Il
o

n

exp(X) = 0o % " and utilize the antiderivative [ x!~ G (vx| B)dx = x”G;”+”1+;+1(vx| B )[19

Eq. (07.34.21.0003.01)], the exact expression of the mtegral Tg can be expressed as

q _n 00 A w 0
B q\ (1- )" [~ (& + *n)] wtn+i—j  A8r+1,0 K
Ig = E (n) . a7 E ” -/@71x ~Glay (BARC - X Ko, | dx

n=0 w=0

q 00 o) w . ;
(- 1)n+' K (& +2n) 34,1 —W4+n+i—j),K

X_;( )6 2 i — oy e Orenne (BAAC© =1 |1, Gy i j))

(26)

Substituting (25) and (26) into (24), we obtain the exact expression of SOP under fixed-gain AF
relaying scheme.

4.2 Decode-and-Forward Cooperative Relaying

Substituting (4) and (15) into (22), the secrecy outage probability SOPPF with the DF relaying or
variable-gain AF strategies can be expressed as

00 me—1 _ _ .
SOPDF=1—/ > et _";i) N exp(caen) |- M1 +)- 0 - 1]
0 =0 (q') (q)
-eXp{—kR~[(1+y)-®—1]}-[ —AGE <B-[(1+y).@—1]‘;€2”%>} dy.

(27)

The exact expression for SOP under the DF relaying can be derived by following the same
procedures as in (23)—(26). Alternatively, we present an arbitrarily accurate approximation of SOPPF
in this subsection. Following the modified Gauss—Chebyshev quadrature technique [34], the closed-
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form approximation for SOP under the DF or variable-gain AF relaying is given as

meg—1

|
1 —me)g - (—8)7 L ) 2 q+
SOPDF§1—§ oe( g -exp[—Ap(® — 1 E o= | ———
4=0 —‘7+1 (g2 XPlAal ) =0 ! L \Ae + 1RO

: 1+L 0 —1 I- —A.G%! B 1+L o—1||1 K
e + 1RO r+1,3r+1 AE + AR® K2,0) "
(28)

where w, and t, (t =1, ..., L), are the weights and abscissas of the L -order polynomial detailed in
[34].

Remark 3: From the derived expressions for SOP, the probability of strictly positive secrecy
capacity (SPSC) can be obtained directly by setting the target secrecy rate to zero, i.e.,

SPSC = Pr[Cs(yeq ) > 0] = 1 — SOP| . (29)

Therefore, by putting R; = 0 (i.e., ® = 1) in the corresponding expressions for SOP, the expres-
sions for SPSC can be directly obtained. [ |

4.3 Asymptotic Secrecy Outage Probability Analysis

To provide more insights on the secrecy performance of the investigated system, we conduct
asymptotic analysis on the SOP by considering very high values of the SNR y;.
4.3.1 Amplify-and-Forward Relaying With Fixed-Gain: We first provide the asymptotic expression

for the Meijer G-function G (z Z: Z’;) as z — 0. After rewriting the Meijer G-function in
terms of the generalized hypergeometrlc function using the Slater's theorem [35], [36] and then
utilizing the relation lim,_.q p Fg(ap; bg; £2) — 1, the following asymptotic relation holds:
a1,.. ) Xm: Hg1rbg bn)* - H31F( + by — ag) o

g m-1 (1 + by — bg) g n+1 (ag — bn) ’
where (-)* indicates to ignore the terms when the subscript g = h.

Utilizing the asymptotic expressions of Meijer G-functions in (25) and (26) and after some algebra,
the following asymptotic expression for the SOP can be obtained:

(30)

limGT"
z—0 p.q

mpl

(AF,00) ~ ap(l —mg)q - (=0p)* B -\ 1 s .
SOPAF) = 1 3~ Y T ) exp| s (—5 S 27 +25]. @)
(kig) q=0
where 7, = Y0 () - Dy - (1 — ©)9. (2) TP g a0y and g =300 () - Dp- (1 —
)k "ZW, WI) (=1 (=BAgC)P2". In the above expressions of 77 and Zg, Dy =

3r+1 12 rb1g—b1.h) T(1+b1.1—a11) 3r+1 T1o T(ba,g—bo p)* T(1+b2 1—a2,1)

h=1 ’ ]_[g,f2 [(a1,g—b1.1) and Dz = Zh Tr 1g+b2n bo ar42) Tt b T(a2,g—b2n)’
the u-th and v-th term of [—(k + n — j), K4] and [K», j], respectively; a» , and by , represent the p-th
and v-th term of [—(w + n + k — j), K4] and [K2, j, —(w + n + k — j + 1)], respectively.

At very high SNR, the lowest power of yg in the asymptotic expression for SOP dominates the
decay of the SOP, which indicates the diversity order. Hence, by observing (31), it can be concluded

that the diversity order of the investigated system with respect to yg is min(1, ? < ‘73).

Remark 4: With fixed-gain AF relaying scheme, the maximum achievable secrecy diversity order
of the investigated hybrid system is 1.

Remark 5: The applied detection type at the FSO receiver can potentially have a large impact on
the secrecy diversity order of the hybrid satellite-FSO system with fixed-gain AF relaying scheme.
The secrecy diversity order of the system employing the HD type will be twice that of using the

IM/DD type under some FSO link conditions (i.e., £ < 1, « < 1, and 8 < 1). For some FSO fading

where a4, and by , are
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conditions (i.e., £ > v/2, « > 2, and B > 2), the secrecy diversity order of the hybrid system using
both FSO detection types will be the same and equal to 1. |

4.3.2 Decode-and-Forward Cooperative Relaying: While the SNR yp — oo (namely Az — 0),
the SOP in (28) can be further simplified as follows:

me—1 L g+1 2 /
(DF.oo) ~ 1 _ OtE(1—mEq ( 8e)? 7 t .
S L Z AR
q=0 VE -0 L

—A-G¥] B. 1+i o1k (32)
r+1,3r+1 AE Ko, 0 :

At high SNR, it can be concluded from (32) that the asymptotic expression of SOP does not
depend on the SNR y5. This indicates a flat curve of the SOP with respect to yg at high SNR.

5. Numerical Results and Discussion

In this section, we evaluate the secrecy performance of the investigated hybrid satellite-FSO system
under different channel conditions for the satellite and FSO links. The satellite links are modeled as
Shadowed-Rician fading channels with different shadowing severity levels: frequent heavy shadow-
ing (b =0.063, m = 1.0, Q@ = 8.94 x 10~%), average shadowing (b = 0.126, m = 10.0, Q = 0.835),
and infrequent light shadowing (b = 0.158, m = 19.0, Q@ = 1.29) [2]. The FSO link is modeled by
a unified Gamma-Gamma fading channel for weak turbulence condition (@ =2.902, 8 = 2.51),
moderate turbulence condition (¢ = 2.296, 8 = 1.822), and strong turbulence condition (« = 2.064,
B = 1.342) [6]. For the AF relaying with fixed-gain scheme, the relay is set such as C = 1. Also, the
term ‘AF’ specifically refers to the AF relaying with fixed gain in this Section.

5.1 Average Secrecy Capacity Performance

The impacts of the satellite and FSO channel conditions, relaying schemes, FSO detection
techniques, and FSO receiver pointing errors on the ASC performance are investigated in
Figs. 2(a)-2(d).

Fig. 2(a) illustrates the ASC performance under different satellite link shadowing conditions (i.e.,
frequent heavy shadowing and infrequent light shadowing) and FSO turbulence conditions (i.e.,
weak turbulence, moderate turbulence, and strong turbulence) for the considered hybrid system
employing AF relaying and HD detection. It is shown in Fig. 2(a) that the ASC performance under
infrequent light shadowing condition for the satellite link is significantly better than that under
frequent heavy shadowing condition. This is due to the fact that severer shadowing condition for
the satellite link will deteriorate the capacity performance of the hybrid system, which in return
lowers the upper bound of the ASC by observing the definition of ASC. It can be also seen that the
satellite shadowing severity poses significant impacts on the ASC of the hybrid system while the
FSO turbulence levels have minor effects on the ASC performance of the system. This difference
of impacts from the satellite and FSO link conditions is due to the small values of the fixed relay
gain C in (8), which makes the end-to-end SNR of the hybrid satellite-FSO system more dependent
on the SNR of the first hop than that of the second hop.

Fig. 2(b) demonstrates the ASC performance for HD and IM/DD detection techniques with the
hybrid system employing AF relaying and under average shadowing satellite link condition. It can
be seen that the HD detection (r = 1) provides slightly better ASC performance than the IM/DD
detection (r= 2), which comes at the cost of higher level of complexity for the HD technique.

Fig. 2(c) compares the secrecy capacity performance when the relay node utilizes different
relaying schemes (i.e., AF with fixed gain and DF or AF with variable gain). It is observed that when
the average SNR v is small, the performance difference between the DF and AF relayings in terms
of ASC is actually small with DF relaying slightly outperforming the AF relaying. However, the AF
relaying provides significantly better performance when the average SNR y; becomes larger and
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Fig. 2. The evaluation on the ASC performance.

surpasses some threshold. This trend results from the fact that the end-to-end SNR of the hybrid
system under AF relaying is mainly dominated by the SNR of the first hop while the equivalent SNR
of the hybrid system with DF relaying is limited by the worst hop.

The impact of FSO receiver pointing on the ASC performance is investigated in Fig. 2(d) by
considering varying levels of pointing errors (¢ = 1 and & = 6.7). As expected, lower level of pointing
error (i.e., larger values of &) implies better ASC performance for the hybrid system.

5.2 Secrecy Outage Probability Performance

The impacts of the satellite and FSO channel conditions, relaying schemes, FSO detection methods,
and FSO pointing errors on the secrecy diversity and SOP are illustrated in Figs. 3(a)-3(d).

Fig. 3(a) presents the SOP as a function of the average SNR u, of the FSO link with IM/DD
detection technique under different target secrecy rates and relaying techniques. It is obvious from
Fig. 3(a) that larger values of the target rate imply worse SOP performance. It can be also observed
that the hybrid system with DF relaying outperforms that with AF scheme until the average SNR of
the FSO link 12 increases to such a threshold that the difference becomes insignificant.

In Figs. 3(b) and 3(c), the SOP is evaluated with respect to the average SNR y5 for the hybrid
satellite-FSO system under different channel conditions with AF and DF relayings, respectively. By
observing the secrecy diversity with the corresponding FSO link parameters and FSO detection
types in Fig. 3(b), the diversity analysis conducted in Subsection 4.3.1 and Remark 5 is validated.
It can also been seen from Fig. 3(c) that the SOP stagnates with the further increase of the SNR
¥g at high values of the SNR, which reaffirms the theoretical analysis in Subsection 4.3.2.

Fig. 3(d) displays the SOP as a function of the average SNR ¥ of the eavesdropper link under
different FSO link conditions and relaying techniques. It can be seen that under the same channel
condition, the DF relay based system provides better performance when the SNR 7y, is low while
the opposite is true when the SNR becomes larger.

Vol. 11, No. 1, February 2019 7900814



IEEE Photonics Journal

Physical Layer Security of Hybrid Satellite-FSO

—— R, = 0.01 nats/s/Hz, AF
- - = R, = 0.1 nats/s/Hz, AF
R, = 0.01 nats/s/Hz, DF
- R, = 0.1 nats/s/Hz, DF
o Simulation

5 107 E e N
%)
Frequent heavy shadowing satellite link;
Moderate turbulence FSO link, r= 2
102 . . . . . .
5 0 5 10 15 20 25

o (dB)

(a) The SOP v.s. us under different target rates and relaying
schemes (Y = 10 dB, 7 = —10 dB).

30

..

=2510,( =10
4,3 =1.342, £ = 1.0

-5 0 5 10 15 20
Ty (dB)

(c) The SOP v.s. 7 under varying FSO link conditions for DF
relaying (¥ = —10dB, u, = 10 dB, R; = 0.1 nat/s/Hz).

6. Conclusions

25

30

35

40

45

SOPAE

(L ; pu——— 0.902, 0.510, £ =08, r=1 s

—a=0902, 510, £ = 0.8, r=2 hEN
a = 2902, 510, £ = 6.7, r=1 M
104 | = - - = 2.902, 2,510, £ = 6.7, r=2

510, =1.0,r=2
a=20064, f=1242, £ =67, r=2

10% L L L L L L L
-5 0 5 10 15 20 25 30 35 40 45

Tr (dB)
(b) The SOP v.s. 7 under different FSO link conditions for AF
relaying(¥z = —10 dB, u, = 10 dB, R; = 0.1 nat/s/Hz).

weak turbulence), AF
(strong turbulence), AF

N a=2902, 3
10°F - - - = 2.064,

a=2.902, 51 (weak turbulence), DF | .3
----- a = 2.064 .342 (strong turbulence), DF
Average shadowing satellite link; as

30 25 20 -5 10 5 0 5 10
Fr: (dB)

(d) The SOP v.s. 7 under varying FSO conditions and relaying
methods (7, = 10 dB, ur = 10 dB, R, = 0.1 nat/s/Hz).

Fig. 3. The evaluation on the SOP performance.

In this paper, the secrecy performance of a hybrid satellite-FSO system was investigated. The
exact expressions for the ASC and SOP were derived under both AF and DF relaying schemes and
validated through simulations. The secrecy diversity analysis was also conducted to provide more
insights on the investigated system. It is found that the satellite link conditions pose a larger impact
on the secrecy performance of the hybrid system than the FSO link for both the AF and DF based
systems. However, for the DF based system, the secrecy diversity is zero with respect to the SNR
of the legitimate satellite link while the secrecy diversity depends on both the FSO link conditions
and the FSO detection techniques for the AF based hybrid system.
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