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Abstract: In this article, we study the physical layer security of free-space optical (FSO)
communications under different eavesdropping scenarios. More specifically, the secrecy
performance of FSO communication employing intensity modulation/direct detection detec-
tion is analyzed for the well-established Málaga channels. Three different realistic scenarios
of eavesdropping are considered by assuming different placement locations for the eaves-
dropper in the paper. Novel expressions for the average secrecy capacity (ASC) and secrecy
outage probability (SOP) are derived for the considered scenarios, and useful insights are
also provided through asymptotic analysis. The results show: (1) When the eavesdropper
is placed near the transmitter, atmospheric condition imposes a less significant impact on
secrecy performance; (2) Certain level of correlation can potentially enhance the secrecy
performance for FSO communications; (3) The correlation imposes opposite impacts on
the ASC and SOP of FSO communications; and the secrecy performance metrics exhibit a
non-monotonic impact with the increase of correlation; (5) When the correlation of the FSO
links is too small or too large (i.e., the correlation parameter around 0 or 1), the correlation
plays a more significant impact on secrecy performance; and (6) The asymptotic slope of
the SOP is 0.5 for all eavesdropping scenarios under practical FSO channels.

Index Terms: Average secrecy capacity, free-space optical (FSO) communications, Málaga
(M)-distribution, physical layer security, secrecy outage probability.

1. Introduction

Physical layer security (PLS) has recently been considered as a complementary technique to the
conventional encryption schemes to improve the communication secrecy [1]–[3]. It is demonstrated
that communication nodes can exploit the variations in the communication channels to increase the
communication security against eavesdropping [3]. This observation has attracted an increasing
amount of interest in the research community to investigate the physical layer secrecy performance
of communication systems under different setups [4]–[10].
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The secrecy outage probability (SOP) and the Probability of the Non-zero Secrecy Capacity
(PNZSC) performances were studied for the correlated composite Nakagami-m/Gamma fading
channels in [4], where the small-scale Nakagami fading is assumed to be independent and
shadowing is correlated. The impact of spatial correlation on the average secrecy capacity (ASC)
was investigated in [5] by assuming that the transmitter has full knowledge on the channel state
information (CSI) of both the legitimate receiver and eavesdropper. The effect of correlation on the
PLS performance over the widely used α-µ fading channels was investigated in [6]. In [7], the ASC
performance over double-Rayleigh fading channel under the vehicular communication scenario
was studied. To facilitate the PLS analysis of mmWave propagation channels in the incoming
5 G, the secrecy performance over the newly proposed α-η-κ-µ fading channel was studied in [8].
The ASC and SOP performance over correlated log-normal fading channels were investigated
in [9].

Compared to the radio-frequency (RF) transmission, free-space optical (FSO) communications is
considered to be inherently more secure [11]–[15]. Owing to the good directivity of optical beams, it
becomes a much harder, yet not impossible task for the eavesdropper to intercept the FSO signals
(considering a very narrow beam with the small divergence angle 0.001 radian, the divergence
region of the laser beam will be 1 m for the 1 km distance between the two legitimate peers).
However despite the nonignorable possibility of being eavesdropped for FSO communications,
the research investigating the PLS of optical communications is quite limited for both visible
light [16] and FSO communications [11]–[14]. In [11], the PNZSC performance was studied for
the FSO communications by ignoring the large-scale induced turbulence and assuming Gamma
random variables (RVs) for the small-scale fluctuation. The secrecy performance of a line-of-sight
(LoS) FSO link using orbital angular momentum (OAM) multiplexing was investigated in [12]. The
performance of secure FSO communication was studied in [13] by assuming both the main and
wiretap links following independent Málaga distributions. In [14], the secrecy throughput of the
coherent FSO communication in the presence of a multi-input multi-output (MIMO) multi-apertures
eavesdropper was studied for the Gamma-Gamma fading channel conditions.

Motivated by the latest advances in the PLS analysis on FSO communication and aiming at in-
vestigating the PLS performance of FSO communications under more realistic conditions, we study
in this paper the secrecy performance of FSO communications under the Wyner’s wiretap model
over Málaga fading channels under different realistic scenarios. The choice of Málaga distribution
as the investigated statistical model is justified by its applicability to all atmospheric turbulence
regimes and its generality, which encompasses some of the most widely used distributions such as
log-normal, exponential, and Gamma-Gamma, etc. [17]. The main contributions of this article are
as follows:

� We comprehensively analyze the secrecy performance of FSO communication under different
realistic scenarios based on the positions of the eavesdropper (i.e., the eavesdropper is close
to the receiver, the eavesdropper is close to the transmitter, and the eavesdropper is close to
neither the transmitter nor the receiver).

� Novel expressions are obtained for the average secrecy capacity and secrecy outage proba-
bility for different eavesdropping scenarios.

� The impact of correlation on the secrecy performance metrics such as ASC and SOP for FSO
communication is evaluated.

The remaining parts of the paper are structured as follows. The three different scenarios (i.e.,
Scenarios A, B, and C in the paper) for the eavesdropping of FSO communications as well as the
FSO channel model are elaborated in Section II. The secrecy performance for the three different
scenarios of eavesdropping are conducted in Sections III and IV, respectively. The analytical results
verified with simulations are presented and discussed in Section V. Section VI briefly summarizes
this work.

Notations: [x]+ = max(x, 0), E{·} denotes the expectation operator, Ŵ(·) represents the Gamma
function [18, Eq. (8.310)], u(·) is the unit step function [18, p. xliv]. Gm,n

p,q (·) is the Meijer G-function [18,

Eq. (9.343)], H
m,n:s,t :i, j

p,q:u,v:e,f
(·) denotes the extended generalized bivariate Fox H-function (EGBFHF) [19,
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Fig. 1. Investigated PLS scenarios for FSO communications. Scenario A: Eavesdropper close to the
legitimate receiver; Scenario B: Eavesdropper close to the legitimate transmitter; and Scenario C:
Eavesdropper not close to the legitimate transmitter nor the receiver.

Eq. (2.56)], which can be readily evaluated with Mathematica [20, Table I], U (·, ·, ·) is the Kummer
hypergeometric function [18, Eq. (9.210)].

2. FSO Channel and System Models

In this article, we consider an intensity modulation/direct detection (IM/DD) based FSO system. The
fading behaviors of the FSO links are characterized by the generalized Málaga model, which takes
into account three components: the LoS component, the component that is coupled to the LoS
component and quasi-forward scattered by the eddies on the propagation axis, and the component
resulting from the energy that is scattered by off-axis eddies [21].

The investigated security scenarios for the FSO communication are illustrated in Fig. 1. The le-
gitimate source S sends confidential information to the legitimate destination node D over the main
channel. The eavesdropper E attempts to intercept the information by decoding its received signal
from the eavesdropper channel. For FSO communications, the PLS analysis can be classified into
the following three scenarios depending on the position of the eavesdropper:

1) Scenario A. Eavesdropper close to the legitimate receiver: This is arguably the most probable
case for eavesdropping in FSO communications since the legitimate receiver serves as a
reference for the eavesdropper to align its direction. In this scenario, the main and wiretap
fading channels will be correlated due to their spatial proximity or similarity of the scatterers
surrounding them.

2) Scenario B. Eavesdropper close to the legitimate transmitter: In this case, in order to intercept
the beam without partially blocking the LoS between the legitimate peers, a sufficiently
sophisticated device is required. Also, it is also reasonable to assume that the SNR received
by the eavesdropper is a constant since the turbulence and attenuation can be ignored due
to its short distance to the transmitter.

3) Scenario C. Eavesdropper not close to the legitimate transmitter and receiver: When the
eavesdropper is neither close to the transmitter nor the receiver, it is practically very difficult,
though still possible (e.g., with the help of drone), to correctly align its position such that it can
receive the irradiance from the laser beam towards the legitimate receiver.
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In the following sections, we will analyze the secrecy performance of FSO communications under
the above three scenarios, respectively.

The regenerated electrical signals at the FSO receiver nodes D and E, respectively, can be
expressed as

yD = ηIDs + w = ηYDXDs + w, (1)

yE = ηIE s + w = ηYE XE s + w, (2)

where s is the transmitted symbol with unit energy, the random variables (RVs) ID and IE represent
the received signal irradiance that is affected by the atmospheric turbulence at the corresponding
receiver aperture, w represents the additive white Gaussian noise (AWGN) with power spectral
density N0

2
, which, without loss of generality, is assumed to be the same for both channel links. In

(1) and (2), Yx and Xx , x ∈ {D, E }, represent the small-scale and large-scale fluctuations, respec-
tively [22]. As in [4], we consider the realistic scenario that the turbulent flow of the large-scale
eddies induce the correlation while the small-scale fluctuation is assumed to be independent
between D and E. The instantaneous signal-to-noise ratio (SNR) between S and x, x ∈ {D, E },
can be written as γSx = η2Y 2

x X 2
x

N0
. In the following, let us denote the instantaneous SNRs for the S-D

and S-E links γ1 and γ2, respectively, for simplicity.
When the eavesdropper is located close to the legitimate receiver (i.e., Scenario A), the main

and wiretap channel links are assumed to be arbitrarily correlated due to either close proximity of
the nodes D and E or similarity of the scatterers surrounding them. The joint probability density
function (PDF) fγ1,γ2

(γ1, γ2) of the SNRs γ1 and γ2 over the considered arbitrarily correlated Málaga
fading channel can be obtained from [21, Eq. (7)], after some algebra, as follows:

fγ1,γ2
(γ1, γ2) =

∞
∑

t=0

Ft

(−1)k−1

(k − 1)!
·

2
∏

p=1

[

1

2
√

γpµp

β
∑

k=1

·
(

β − 1

k − 1

)

·

(

β�(1 − ρ2)
√

γp

(ξβ + �1)
√

µp

) α+t−k
2

·

(

−
�1

√
γp

(ξβ + �1)ξ
√

µp

)k−1

· G2,0
0,2

(

β

�(1 − ρ2)(ξβ + �1)

√
γp

µp

∣
∣
∣
∣
∣

−
α+t−k

2
,−α+t−k

2

)]

, (3)

where

Ft = ξ2(β−1) ·
(

β

ξβ + �1

)2β

·
(1 − ρ2)−α−2t · ρ2t

Ŵ(α)Ŵ(t )Ŵ(α + t ) · �2α+2
, (4)

and ρ ∈ [0, 1) represents the correlation factor between the Málaga fading channels, µp = E{γp}
denotes the average SNR of the corresponding FSO link, the parameter α describes the fading
severity due to the atmospheric turbulence, β is a natural number related to the effective number
of small-scale cells, ξ = 2b0(1 − δ) is the average power of the scattering component with 2b0

being the average power of the total scatter components and δ (0 < δ < 1) being the amount of
scattered power coupled to LoS component, � is the average power of the large-scale fluctuation,
�1 = �′ + 2b0δ + 2

√
2b0δ�

′ cos(φA − φB ), where �′ is the average power of the LoS component,
φA and φB are the deterministic phases of the LoS component and the scatterers coupled to the
LoS component, respectively [21], [23], [24].

When the eavesdropper E is located close to the legitimate transmitter (i.e., Scenario B), the
effect of the turbulence and attenuation on the eavesdropper’s received SNR can be ignored [11].
Therefore, the electrical SNR γ2 can be considered as a constant of large value under Scenario B.
However, the link between the transmitter S and legitimate receiver D is still subject to the random
fluctuations described by the Málaga model. Then, the PDF fγ1

(γ ) and the cumulative distribution
function (CDF) Fγ1

(γ ) of the SNR γ1 can be expressed as follows [25], [26]:

fγ1
(γ ) = P ·

β
∑

k=1

Qk ·
(

1

µ1

) α+k
4

· γ
α+k

4
−1 · G2,0

0,2

(

αβ

(ξβ + �1)

√
γ

µ1

∣
∣
∣
∣
∣

−
α−k

2
,−α−k

2

)

, (5)
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Fγ1
(γ ) = 2P ·

β
∑

k=1

Qk ·
(

1

µ1

) α+k
4

· γ
α+k

4 · G2,1
1,3

(

αβ

(ξβ + �1)

√
γ

µ1

∣
∣
∣
∣
∣

1 − α+k
2

α−k
2

,−α−k
2

,−α+k
2

)

, (6)

where

P =
α

α
2

2ξ
α
2
+1 · Ŵ(α)

·
(

ξβ

ξβ + �1

) α
2
+β

, (7)

Qk =
(

β − 1

k − 1

)

·
(ξβ + �1)1− k

2

Ŵ(k )
·
(

�1

ξ

)k−1

·
(

α

β

) k
2

. (8)

3. Secrecy Analysis for Scenarios A and C

3.1 ASC Analysis for Scenarios A and C

The instantaneous secrecy capacity of the considered wiretap model is defined as [27]

Cs(γ1, γ2) = [ln(1 + γ1) − ln(1 + γ2), 0]+ , (9)

where ln(1 + γ1) and ln(1 + γ2) are the instantaneous channel capacity of the main and wiretap
channels, respectively.

Under the active eavesdropping scenario, the node S has full CSI of both the main and wiretap
channels, based on which S can adapt the achievable secrecy rate accordingly [28]. In this case,
the ergodic or average secrecy capacity is a useful secrecy performance metric. The ASC Cs of the
investigated FSO system over arbitrarily correlated Málaga channels can be formulated as [9]

Cs = E
{

Cs(γ1, γ2)
}

=
∫ ∞

0

∫ ∞

0

Cs(γ1, γ2) · fγ1,γ2
(γ1, γ2) dγ1dγ2

=
∫ ∞

0

ln(1 + γ1) ·
∫ γ1

0

fγ1,γ2
(γ1, γ2)dγ2dγ1 −

∫ ∞

0

ln(1 + γ2) ·
∫ ∞

γ2

fγ1,γ2
(γ1, γ2)dγ1dγ2

= C1 − C2, (10)

where

C1 =
∫ ∞

0

ln(1 + γ1) ·
∫ γ1

0

fγ1,γ2
(γ1, γ2)dγ2dγ1, (11)

C2 =
∫ ∞

0

ln(1 + γ2) ·
∫ ∞

γ2

fγ1,γ2
(γ1, γ2)dγ1dγ2. (12)

We first solve the integral C1. Substituting the joint PDF fγ1,γ2
(γ1, γ2) into the expression of C1, the

following double integral I1 is deduced:

I1 =
∫ ∞

0

ln(1 + γ1) · γ
α+t+k−4

4

1
· G2,0

0,2

(

β
√

γ1

�(1 − ρ2)(ξβ + �1)
√

µ1

∣
∣
∣
∣
∣

−
K1

)

· I1a dγ1, (13)

where I1a =
∫ γ1

0
γ

α+t+k−4
4

2
· G2,0

0,2

(

β(1−ρ2 )−1√
γ2

�(ξβ+�1 )
√

µ2

∣
∣
∣
∣

−
K1

)

dγ2 and K1 = ( α+t−k
2

,−α+t−k
2

).

Utilizing the property [29, Eq. (2.24.2.2)] for I1a, the following results:

I1a =
1

2π
· γ

α+t+k
4

1
· G4,1

1,5

(
[

β

4�(1 − ρ2)(ξβ + �1)
√

µ2

]2

· γ1

∣
∣
∣
∣
∣
−

α + t + k − 4

4
K2

)

, (14)

where K2 = ( α+t−k
4

, α+t−k+2
4

,−α+t−k
4

,−α+t−k−2
4

,−α+t+k
4

).
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Substituting (14) into (13) and making the change of RVs:
√

γ1 = y, I1 can be rewritten as

I1 =
1

π
·
∫ ∞

0

yα+t+k−1 · G2,0
0,2

( β

�(1 − ρ2)(ξβ + �1)
√

µ1

y
∣
∣
∣
−
K′

1

)

· G4,1
1,5

([ β

4�(1 − ρ2)(ξβ + �1)
√

µ2

]2

· y2
∣
∣
∣
− α+t+k−4

4

K′
2

)

· G1,2
2,2

(

y2
∣
∣
∣
1,1
1,0

)

dy, (15)

where the terms K′
1 = ( α+t−k

2
,−α+t−k

2
) and K′

2 = ( α+t−k
4

, α+t−k+2
4

,−α+t−k
4

,−α+t−k−2
4

,−α+t+k
4

).
The integral I1 in (15) can be solved with the aid of [30, Eq. (18)] in terms of the EGBFHF as

follows:

I1 = A · H0,2:1,2:4,1
2,0:2,2:1,5

(
[

�(ξβ+�1
√

µ1 )

β(1−ρ2 )−1

]2

,
µ1

16µ2

∣
∣
∣
∣

( 2−3α−3t−k
2

; 2, 2), ( 2−α−t−3˜k
2

; 2, 2)
−

∣
∣
∣
∣

(1, 1), (1, 1)
(1, 1), (0, 1)

∣
∣
∣
∣

(−α+t+k−4
4

, 1)
K′

2

)

, (16)

where A = 1
π

· [ β(1−ρ2 )−1

�(ξβ+�1 )
√

µ1
]−(α+t+k ).

Next, we solve the integral C2. On substituting the joint PDF (3) into the expression of C2, the
following integral I2 occurs:

I2 =
∫ ∞

0

ln(1 + γ2) · γ
α+t+k−4

4

2
· G2,0

0,2

(

β
√

γ2

�(1 − ρ2)(ξβ + �1)
√

µ2

∣
∣
∣
∣
∣

−
K1

)

· I2a dγ2, (17)

where I2a =
∫∞
γ2

γ
α+t+k−4

4

1
G2,0

0,2

(
β(1−ρ2 )−1√

γ1

�(ξβ+�1 )
√

µ1
| −
K1

)

dγ1.

Utilizing [29, Eq. (2.24.2.3)], I2a can be solved as

I2a =
1

2π
· γ

α+t+k
4

2
· G5,01, 5

(
[

β

4�(1 − ρ2)(ξβ + �1)
√

µ1

]2

· γ2

∣
∣
∣
∣
∣

−α+t+k−4
4

K3

)

, (18)

where K3 = (−α+t+k
4

, α+t−k
4

, α+t−k+2
4

,−α+t−k
4

,−α+t−k−2
4

).
Substituting (18) into (17) and making the following change of RVs:

√
γ2 = z, I2 can be rewritten

as

I2 =
1

π
·
∫ ∞

0

zα+t+k−1 · G2,0
0,2

( β

�(1 − ρ2)(ξβ + �1)
√

µ2

z
∣
∣
∣
−
K′

1

)

· G5,0
1,5

([ β

4�(1 − ρ2)(ξβ + �1)
√

µ1

]2

z2
∣
∣
∣
− α+t+k−4

4

K′
3

)

· G1,2
2,2

(

z2
∣
∣
∣
1,1
1,0

)

dz, (19)

where K′
3 consists of the following five terms: K′

3 = (−α+t+k
4

, α+t−k
4

, α+t−k+2
4

,−α+t−k
4

,−α+t−k−2
4

).
The integral I2 in (19) can be solved again with the help of [30, Eq. (18)] in terms of the EGBFHF

as

I2 = B · H0,2:1,2:5,0
2,0:2,2:1,5

(
[

�(ξβ+�1
√

µ2 )

β(1−ρ2 )−1

]2

,
µ2

16µ1

∣
∣
∣
∣

( 2−3α−3t−k
2

; 2, 2), ( 2−α−t−3˜k
2

; 2, 2)
−

∣
∣
∣
∣

(1, 1), (1, 1)
(1, 1), (0, 1)

∣
∣
∣
∣

(−α+t+k−4
4

, 1)
K′

3

)

, (20)

where B = 1
π

· [ β(1−ρ2 )−1

�(ξβ+�1 )
√

µ2
]−(α+t+k ).
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Fig. 2. The computed analytical ASC using different number of summation terms under different
atmospheric conditions.

Finally, the exact expression for the ASC of FSO system over arbitrarily correlated Málaga (M)
turbulence channels can be obtained, after some algebra, as follows:

Cs =
∞
∑

t=0

Ft ·
2
∏

p=1

[

1

2
√

µp

β
∑

k=1

(−1)k−1

(k − 1)!
·

(

β�(1 − ρ2)

(ξβ + �1)
√

µp

) α+t−k
2

·
(

β − 1

k − 1

)

·

(

−
�1

(ξβ + �1)ξ
√

µp

)k−1]

· (I1 − I2), (21)

where the closed-form expressions of I1 and I2 are given in (16) and (20), respectively.
Remark 1: Although the expression for ASC in (21) is expressed in terms of an infinite series,

it converges for finitely small values of t = T up to 5 decimal places. For instance, the plots for
ASC values for µ1 = 10 dB and µ2 = 3 dB for different turbulence conditions are shown in Fig. 2.
It is evident that the curves converge to a fixed ASC value with only around T = 6 terms for all
atmospheric fading conditions. In this paper, we have used T = 11 terms for the analytical curves
of all figures.

Remark 2: When the eavesdropper is far from both the legitimate receiver and transmitter (i.e.,
Scenario C), it is more likely that the main and wiretap channels will experience independent fading.
This scenario is actually a special case of Scenario A with the correlation factor ρ equalling 0.
Hence, the secrecy performance results derived for Scenario A are actually also valid for Scenario
C simply by setting ρ = 0.

3.2 SOP Analysis for Scenarios A and C

The concept of outage capacity is invoked when the channel varies slowly and the instantaneous
SNR can be considered as constant for the whole transmission session [31]. The outage probability
is then associated with the outage capacity, which is the probability that the system cannot
successfully decode the information [32]. In the context of PLS, the secrecy outage probability
is a widely used secrecy performance metric in the scenario where the node S does not have E’s
CSI [33]. The SOP is mathematically expressed as [34]

Po = Pr [Cs(γ1, γ2) ≤ Rs] = Pr [γ1 ≤ �γ2 + � − 1]

=
∫ ∞

0

∫ (1+γ2 )�−1

0

fγ1,γ2
(γ1, γ2) dγ1dγ2, (22)
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where Rs is a predefined secrecy rate and � = exp(Rs ) ≥ 1.
Assuming γ2 → ∞, a lower bound of the SOP, PL

o , can be derived as

PL
o � Pr [γ1 < �γ2] ≤ Pr [γ1 ≤ �γ2 + � − 1] = Po. (23)

Then, PL
o can be expressed in terms of the joint PDF of the SNRs γ1 and γ2 as

PL
o =

∫ ∞

0

∫ �γ2

0

fγ1,γ2
(γ1, γ2) dγ1dγ2. (24)

Substituting (3) into (24), the lower bound of the SOP, PL
o , can be rewritten as

PL
o =

∞
∑

t=0

Ft ·
2
∏

p=1

[

1

2
√

µp

β
∑

k=1

(
β − 1

k − 1

)

·
(−1)k−1

(k − 1)!

·

(

β�(1 − ρ2)

(ξβ + �1)
√

µp

) α+t−k
2

·

(

−
�1

(ξβ + �1)ξ
√

µp

)k−1]

· I3, (25)

where I3 is the double integral expressed as

I3 =
∫ ∞

0

γ
α+t+k−4

4

2
G2,0

0,2

(

β(1 − ρ2)−1√γ2

�(ξβ + �1)
√

µ2

∣
∣
∣
∣
∣

−
K1

)

·
∫ �γ2

0

γ
α+t+k−4

4

1
G2,0

0,2

(

β(1 − ρ2)−1√γ1

�(ξβ + �1)
√

µ1

∣
∣
∣
∣
∣

−
K1

)

dγ1

︸ ︷︷ ︸

I3a

dγ2. (26)

We first consider the single integral I3a in (26), which can be solved with the assistance of
property [29, Eq. 2.24.2.2] as follows:

I3a =
(�γ2)

α+t+k
4

2π
· G4,1

1,5

(

�

16
·
[

β

�(1 − ρ2)(ξβ + �1)
√

µ1

]2

· γ2

∣
∣
∣
∣
∣

1 − α+t+k
4

K2

)

. (27)

Substituting (27) into (26) and utilizing the equality [29, Eq. 2.24.1.1] leads to the following
solution in terms of Meijer G-function for the double integral I3:

I3 =
1

2π
· �

α+t+k
4 ·

∫ ∞

0

γ
α+t+k−2

2

2
· G2,0

0,2

(

β
√

γ2

�(1 − ρ2)(ξβ + �1)
√

µ2

∣
∣
∣
∣
∣

−
K1

)

· G4,1
1,5

(

�

16
·
[

β

�(1 − ρ2)(ξβ + �1)
√

µ1

]2

· γ2

∣
∣
∣
∣
∣

1 − α+t+k
4

K2

)

dγ2

=
1

4π2
· �

α+t+k
4 ·

[

β
√

�

4�(1 − ρ2)(ξβ + �1)
√

µ1

]−(α+t+k )

· G5,4
5,5

(

µ1

�µ2

∣
∣
∣
∣
∣

1 − α+t+k
2

− K2

K2

)

. (28)

Finally, substituting (28) into (25), the lower bound of the SOP PL
o can be expressed as

PL
o =

1

4π2
·

∞
∑

t=0

Ft · �
α+t+k

4 ·
2
∏

p=1

[

1

2
√

µp

β
∑

k=1

(−1)k−1

(k − 1)!
·
(

β − 1

k − 1

)

·

(

β�(1 − ρ2)

(ξβ + �1)
√

µp

) α+t−k
2

·

(

−
�1

(ξβ+�1)ξ
√

µp

)k−1]

·

[

β
√

�

4�(1−ρ2)(ξβ+�1)
√

µ1

]−(α+t+k )

· G5,4
5,5

(

µ1

�µ2

∣
∣
∣
∣
∣

1− α+t+k
2

−K2

K2

)

,

(29)

where K2 = ( α+t−k
4

, α+t−k+2
4

,−α+t−k
4

,−α+t−k−2
4

,−α+t+k
4

).
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3.3 Asymptotic SOP Analysis for Scenarios A and C

In order to thoroughly investigate the impact of the link correlation and the Málaga fading channel
on the SOP performance, we evaluate the secrecy diversity of the considered system for high
values of the average SNR, µ1.

Under this assumption, employing the Slater’s theorem to rewrite the Meijer G-function in terms
of the generalized hypergeometric function and utilizing the property limz→0 pFq (ap; bq;±z) → 1, the
following asymptotic relation is obtained:

G5,4
5,5

(

µ1

�µ2

∣
∣
∣
∣
∣

ap

bq

)

≈
4
∑

h=1

(
µ1

�µ2

)ah−1

·
∏4

j=1 Ŵ(ah − a j )
∗∏5

j=1 Ŵ(1 − ah + b j )

Ŵ(1 − ah + a5)
, (30)

where ap = [a1, a2, ·, ·, ·, a5] = [1 − 3α+3t+k
4

, 1 − 3α+3t+k+2
4

, 1 − α+t+3˜k
4

, 1 − α+t+3k+2
4

, 1 − α+t+k
4

],
bq = K2, and (·)∗ indicates to ignore the terms with the subscript j = h.

Now, substituting the asymptotic relation given by (30) into (29), the asymptotic expression for
the lower bound of SOP is approximated as

PL
o ≈

1

16π2
√

µ2

∞
∑

t=0

Ft

⎡

⎣

β
∑

k=1

(−1)k�
α+t+k

4

(
β−1
k−1

)

(k − 1)!
·
(

β�(1 − ρ2)

(ζβ + �1)

) α+t−k
2

·
(

−
�1

(ζβ + �1)ζ

)k−1
⎤

⎦

·
β
∑

k=1

(−1)k
(
β−1
k−1

)

(k − 1)!
·
(

β�(1 − ρ2)

(ζβ + �1)
√

µ2

) α+t−k
2

·
(

−
�1

(ζβ + �1)ζ
√

µ2

)k−1

·

(

β
√

�

4�(1 − ρ2)(ζβ + �1)

)−(α+t+k )

·
4
∑

h=1

�4
j=1Ŵ(ah − a j )

∗�5
j=1Ŵ(1 − ah + b j )

Ŵ(1 − ah + a5)(�µ2)ah−1
· µ

α+t+k
4

+ah−1

1
. (31)

It is evident from (31) that the asymptotic performance will be dominated by the smallest power
of µ1 which corresponds to t = 0. Thus, on substituting the values of ah, h ∈ [1, 4] in (31), it is
concluded that the asymptotic slope of the lower bound of SOP curve is min{ α

2
, 1

2
}. In practical

channels, the value of α is generally larger than 1. This implies that the slope of the asymptotic
curve is 1

2
for practical channels.

Remark 3: Through the asymptotic analysis, it is revealed that the asymptotic slope of PL
o , that

is, the secrecy diversity order is independent of the correlation coefficient, ρ. However, the coding
gain significantly depends on the value of ρ as indicated by (31).

4. Secrecy Analysis for Scenario B

4.1 ASC Analysis for Scenario B

When the eavesdropper is quite close to the transmitter (i.e., Scenario B), the atmospheric
turbulence plays an insignificant role on its performance. Therefore, the SNR γ2 = µ2 of the
eavesdropper’s link can be viewed as a constant while the SNR γ1 of the long-distance legitimate
transmission is still subject to atmospheric turbulence with fading distribution functions given in
(5)–(8). Then, the ASC under Scenario B can be expressed as

Cs = E
{

[ln(1 + γ1) − ln(1 + γ2), 0]+
}

=
∫ ∞

0

ln(1 + γ1) · u(γ1 − µ2) · fγ1
(γ1) dγ1. (32)
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Substituting (6) into (32) and utilizing the following transformations related to the Meijer G-

functions: ln(1 + x ) = G1,2
2,2

(

x| 1,1
1,0

)

, u(x − 1) = G0,1
1,1

(

x| 1
0

)

[35], we can obtain the ASC under Sce-

nario B expressed by the following integral:

Cs = P ·
β
∑

k=1

Qk ·
(

1

µ1

) α+k
4

·
∫ ∞

0

γ
α+k

4
−1 · G1,2

2,2

(

γ

∣
∣
∣
1,1
1,0

)

· G0,1
1,1

( γ

µ2

∣
∣1
0

)

· G2,0
0,2

(

αβ

(ξβ + �1)
·
√

γ

µ1

∣
∣
∣
−
α−k

2
,− α−k

2

)

dγ . (33)

Finally, making the change of RVs:
√

γ

µ1
= t in (33) and utilizing the equality [30, Eq. (18)] for the

resulting integral, we can obtain the exact expression for ASC under Scenario B in (34) as

Cs = 2P ·
β
∑

k=1

Qk ·
(

1

µ1

) α+k
2

·
[

αβ

(ξβ + �1)

]−( α+k
2

−1)

· H0,2:1,2:0,1
2,0:2,2:1,1

(

µ1(ξβ+�1 )2

(αβ )2 ,
µ1(ξβ+�1 )2

µ2(αβ )2

∣
∣
∣
∣

(2 − α; 2, 2), (2 − k; 2, 2)
−

∣
∣
∣
∣

(1, 1), (1, 1)
(1, 1), (0, 1)

∣
∣
∣
∣

(1, 1)
(0, 1)

)

, (34)

where P and Qk are given in (7) and (8), respectively.

4.2 SOP Analysis for Scenario B

Under Scenario B, it is justified that only the channel for legitimate transmission is subject to fading
caused by turbulence due to the close distance for the eavesdropping transmission. Then, the exact
expression for the secrecy outage probability with target secrecy rate Rs = ln(�) can be expressed
as follows:

Po = Pr [Cs(γ1, γ2) ≤ Rs]

= Pr [γ1 ≤ �µ2 + � − 1] = Fγ1
(�µ2 + � − 1)

= 2P ·
β
∑

k=1

Qk ·
(

1

µ1

) α+k
4

· (�µ2 + � − 1)
α+k

4 · G2,1
1,3

(

αβ
√

�µ2 + � − 1

(ξβ + �1)
√

µ1

∣
∣
∣
∣
∣

1 − α+k
2

α−k
2

,−α−k
2

,−α+k
2

)

, (35)

where P and Qk are given in (7) and (8), respectively.
Remark 4: It is obvious from (35) that the SOP under Scenario B is fully characterized by the

CDF of the electrical SNR at the legitimate receiver. Also, based on the property of CDF, it can be
seen that the SOP approaches 1 when the SNR µ2 → ∞.

Remark 5: The exact expression for the PNZSC can be obtained from the expression of SOP by
setting � = 1 in (35). The PNZSC under Scenario B can be expressed as

PNZSC = 1 − 2P ·
β
∑

k=1

Qk ·
(

µ2

µ1

) α+k
4

· G2,1
1,3

(

αβ

(ξβ + �1)
·
√

µ2

µ1

∣
∣
∣
∣
∣

1 − α+k
2

α−k
2

,−α−k
2

,−α+k
2

)

. (36)

It is observed from (36) that the PNZSC is only dependent on the ratio of the average SNRs of
the eavesdropper and legitimate receiver, i.e., µ2

µ1
, under the same optical channel condition.

4.3 Asymptotic SOP Analysis for Scenario B

To gain more insights on the impact of the Málaga fading channel on the secrecy performance for
Scenario B, we conduct the secrecy diversity analysis for SOP by considering high values of the
average SNR, µ1, at the legitimate receiver.

Let us observe (35) for very high values of µ1. Rewriting the Meijer G-function in (35) in
terms of the generalized hypergeometric function using Slater’s theorem and applying the relation
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limz→0 pFq (ap; bq;±z) → 1, the following asymptotic relation is deduced:

G2,1
1,3

(

z

∣
∣
∣
∣
∣

1 − α+k
2

α−k
2

,−α−k
2

,−α+k
2

)

≈
Ŵ(−(α − k ))Ŵ(α)

Ŵ(1 + α)
z

α−k
2 +

Ŵ(α − k )Ŵ(k )

Ŵ(1 + k )
z− α−k

2 , (37)

where z = αβ
√

�µ2+�−1

(ζβ+�1 )
√

µ1
.

Then, utilizing the asymptotic relation in (37) and substituting in (32), the asymptotic SOP is
expressed as

Po ≈ 2P ·
β
∑

k=1

Qk ·

⎡

⎣
Ŵ(−(α − k ))Ŵ(α)

Ŵ(1 + α)µ1
α
2

·

(

αβ
√

�µ2 + � − 1

(ζβ + �1)

) α−k
2

+
Ŵ(α − k )Ŵ(k )

Ŵ(1 + k )µ1
k
2

·

(

αβ
√

�µ2 + � − 1

(ζβ + �1)

)− α−k
2

⎤

⎦ . (38)

From (38), we observe that the dominant term in the asymptotic expression for SOP corresponds
to the lowest power of µ1. Thus, it can be concluded that the asymptotic slope of the SOP curve
is min{ α

2
, k

2
}, where the smallest value of k corresponds to k = 1. Therefore, the results on the

asymptotic slope of the SOP curve is the same for all scenarios of A, B, and C. Recall that the
value of α is generally larger than 1 in practical channels. We can conclude that the slope of the
asymptotic curve is always 1

2
for eavesdropping of FSO communications, which is independent of

the eavesdropping scenario and turbulence condition.

5. Numerical Results and Discussions

In this section, we evaluate the PLS performance of the FSO communications under different
scenarios. For the SOP analysis, we set the secrecy rate threshold as 0.5 nats per second per
unit bandwidth. The secrecy performance are evaluated under varying turbulence levels, i.e., weak
turbulence (α = 8, β = 4), moderate turbulence (α = 4.2, β = 3), and strong turbulence (α = 2.296,
β = 2).

5.1 Numerical Results for Scenarios A and C

In Fig. 3, the ASC under the Scenario A is plotted as a function of SNR µ1 of legitimate transmission
for varying values of eavesdropper’s SNR µ2 under different turbulence conditions. The ASC
performance improves as SNR µ1 increases. It is also observed that as the value of µ2 increases
from 3 dB to 6 dB, the ASC performance deteriorates for a given turbulence regime. Further, the
ASC performance becomes better as we move from strong to weak turbulence conditions.

Figures 4 and 5 show the SOP against the SNR µ1 of legitimate transmission under varying
correlation condition over strong and weak atmospheric conditions, respectively. The asymptotic
curves also verify the theoretical analysis conducted in Subsection IV-C, where the slope of the
asymptotic curve is 1

2
for all cases.

The impact of correlation on the ASC under different turbulence conditions is demonstrated in
Figs. 6 and 7. In Fig. 6, the ASC under different turbulence conditions is plotted as a function of
the correlation coefficient ρ. In Fig. 7, the ASC penalty caused by correlation is plotted against
the correlation parameter ρ, where the ASC penalty is defined as the difference between the
ergodic capacity of legitimate transmission (i.e., the upper bound of ASC) and the ASC under
the corresponding correlation level. It is seen that for a given turbulence scenario, as the value of
ρ increases, the ASC becomes better, i.e., ASC value increases indicating that correlation helps in
improving the ASC. However, this behavior is observed only up to a critical value of ρ beyond which
the ASC starts to decrease on further increase of ρ. It is worthy mentioning that this non-monotonic
impact of correlation on secrecy performance is not necessarily present in other fading channels,
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Fig. 3. ASC versus SNR µ1 of legitimate transmission under different atmospheric conditions and
varying values of µ2, ρ = 0.3.

Fig. 4. SOP versus SNR µ1 of legitimate transmission under strong atmospheric condition and varying
correlation condition, µ2 = 5 dB.

Fig. 5. SOP versus SNR µ1 of legitimate transmission under weak atmospheric condition and varying
correlation condition, µ2 = 5 dB.
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Fig. 6. ASC versus the correlation parameter ρ under different atmospheric conditions, µ1 = 10 dB and
µ2 = 3 dB.

Fig. 7. ASC penalty versus the correlation parameter ρ under different atmospheric conditions, µ1 = 10
dB and µ2 = 3 dB.

e.g., α-µ channels[6, Fig. 2]. We also note that the ASC performance for weak turbulence scenario
is better compared to the moderate and strong turbulence scenarios up to a certain value of ρ. An
interesting feature is observed for high values of ρ where the opposite observation is made, i.e.,
ASC for strong turbulence is better than weak turbulence. This indicates that the deteriorating effect
of the high correlation coefficient on secrecy capacity is more pronounced for weak turbulence
compared to strong turbulence.

In Fig. 8, the SOP is plotted as a function of the correlation parameter ρ under different turbulence
conditions. It is found that the analytical lower bound of SOP derived in (29) is very tight and
matches the simulation well. It is interesting that the impact of correlation on the SOP in Fig. 8 is
opposite compared to that on ASC as shown in 6. Overall, it can be concluded from Figs. 6 and 8
that the correlation between the legitimate and eavesdropper links of FSO communications exhibits
opposites trends on the ASC and SOP of the FSO communication. More specifically, the channel
correlation can possibly enhance the ASC performance while deteriorating the SOP performance
at the same time, and vice versa. This opposite impact of channel correlation on ASC and SOP
was also observed in [9]. Additionally, it can also be found from Figs. 6, 7 and 8 that the value of the
critical ρ, i.e., the value beyond which the secrecy performance starts improving or deteriorating
upon further increase of ρ, decreases as the system undergoes from strong turbulence to weak
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Fig. 8. SOP versus the correlation parameter ρ under different atmospheric conditions, µ1 = 10 dB and
µ2 = 5 dB.

Fig. 9. ASC versus SNR µ1 of legitimate transmission under different atmospheric conditions,
µ2 = 1 dB.

turbulence. By observing Figs. 6 and 8 (note that the y axis is in log scale in Fig. 8), it can be
observed that changing the correlation around the correlation values of 0 and 1 lead to less sharp
changes in terms of secrecy performance. While the performance variation is more significant
when the correlation factor changes around of aforementioned critical value. In other words, the
correlation impacts the secrecy performance less significantly when the correlation is too small or
too large.

5.2 Numerical Results for Scenario B

In Fig. 9, we compare the ASC performance under different turbulence conditions as a function of
the SNR µ1. The ASC increases as the SNR of the legitimate link improves. We observe that for
a given atmospheric turbulence, the ASC deteriorates as the value of SNR µ2 increases, which is
also verified in Fig. 10. A unique feature about these curves is that for a given value of µ2, the ASC
improves as we move from strong to weak turbulence scenario only beyond a particular threshold
µ1 before which the converse is true (i.e., the ASC under strong turbulence is slightly better than
under the weak turbulence). This reveals that under Scenario B when the SNR µ1 of legitimate
transmission is low, stronger turbulence plays a less deteriorating role compared to the weaker
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Fig. 10. ASC versus SNR µ2 of legitimate transmission under different atmospheric conditions and µ1.

Fig. 11. SOP versus SNR µ1 of legitimate transmission under different atmospheric conditions and
varying values of µ2.

turbulence due to higher instantaneous capacity. The similar intersection has also been observed
in other research related to FSO communications, eg., [30, Fig. 7] and [36, Fig. 3].

In Fig. 11, the SOP under Scenario B is plotted as a function of SNR µ1 for different turbulence
scenarios. It is seen that the analytical results closely match with the simulation results, thereby
establishing the validity of our analysis. It is observed that as we move from strong (α = 2.296,
β = 2) to weak (α = 8, β = 4) atmospheric turbulence regime, the SOP performance improves.
We also note that for a given turbulence scenario, the SOP performance becomes poor as
the eavesdropper’s SNR increases from 10 dB to 20 dB. This indicates that the closeness of
the eavesdropper to the transmitter can significantly deteriorate the secrecy of the FSO sys-
tem. The asymptotic SOP curves are also plotted under Scenario B. As a check, the SOP is
9.173 × 10−5 at 70 dB SNR and 2.838 × 10−5 at 80 dB SNR for the moderate turbulence condition
(α = 4.2 and β = 3) at 10 dB eavesdropper SNR. Therefore, the asymptotic slope for this case
is log10 (9.173 × 10−5) − log10 (2.838 × 10−5) = 0.5082 ≈ 0.5, which again verifies our conclusion
that the slope for the asymptotic curve is always 0.5 regardless of the eavesdropping scenario.
By comparing the results of Scenario B with those of Scenario A, it can be seen that when the
eavesdropper is located close to the transmitter, the atmospheric turbulence condition imposes a
less significant impact on the secrecy performance

Vol. 12, No. 6, December 2020 7906617



IEEE Photonics Journal Physical Layer Security of Free-Space Optical Communications

Fig. 12. PNZSC versus the ratio of the SNRs
µ2
µ1

under different atmospheric conditions.

The PNZSC curves are plotted in Fig. 12 as a function of the ratio of legitimate and eavesdrop-
ping SNRs for different turbulence conditions. It is seen that the simulation results closely match
with the analytical results. We can also observe that as the ratio of µ1

µ2
increases, the PNZSC

performance improves because the link condition of the legitimate transmission gets better.

6. Conclusion

In this paper, we conducted a comprehensive study on the PLS for the FSO communications under
three different scenarios. More specifically, the PLS was conducted for scenarios depending on the
relative position of the eavesdropper, which leads to the different relationships between the main
and wiretap links. Novel expressions for ASC and SOP were obtained, and asymptotic analysis on
the SOP was also conducted. The results provide useful insights on FSO communication security
under all scenarios of eavesdropping. The major findings of this are following: (1) The atmospheric
turbulence condition demonstrates a less significant impact on the secrecy performance when
the eavesdropper is located close to the transmitter than when it is close to the receiver; (2)
The secrecy performance metrics demonstrates a non-monotonic behavior with the increase of
correlation. This implies that the correlation can be potentially utilized to improve the secrecy
performance for FSO communications; (3) The correlation exhibits opposite impacts on the ASC
and SOP; (4) The critical value of correlation parameter (i.e., the value beyond which further
increasing correlation reverses secrecy performance) increases as the atmospheric condition
changes from weak to strong scenarios; (5) When the channel correlation parameter is around
the critical value, the correlation plays a more significant impact on the secrecy performance; and
(6) The asymptotic slope of the SOP is 1

2
for all eavesdropping scenarios under practical FSO

channels.
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