IEEE Photonics Journa

An IEEE Photonics Society Publication

3 Open Access

Artificial Noise Injection—Based Secrecy

Improvement for FSO Systems
Volume 13, Number 2, April 2021

Aman Sikri

Aashish Mathur, Member, IEEE

Manav Bhatnagar, Senior Member, IEEE
Georges Kaddoum, Senior Member, IEEE
Prakriti Saxena, Member, IEEE

Jamel Nebhen

Atmospheric Turbulence
= Eve
e ©00°0@
® == o
= & o
@ _o0®

Alice

DOI: 10.1109/JPHOT.2021.3060974

¥ photonics ¢ IEEE
SOCIETY y



IEEE Photonics Journal Artificial Noise Injection—Based Secrecy

Artificial Noise Injection—Based Secrecy
Improvement for FSO Systems

Aman Sikri ©,' Aashish Mathur ©,2 Member, IEEE,
Manav Bhatnagar ©,° Senior Member, IEEE,
Georges Kaddoum © * Senior Member, IEEE,

Prakriti Saxena ©,° Member, IEEE, and Jamel Nebhen ©°

"Department of Computer Science and Engineering, Indian Institute of Technology, Delhi
110016, India
2Department of Electrical Engineering, Indian Institute of Technology, Jodhpur 342037,
India
3Department of Electrical Engineering, Indian Institute of Technology, Delhi 110016, India
“4University of Quebec, ETS, LaCIME Laboratory, Montreal, Quebec H3C 1K3, Canada
5Prince Sattam bin Abdulaziz University, College of Computer Engineering and Sciences,
Alkharj 11942, Saudi Arabia

DOI:10.1109/JPHOT.2021.3060974
This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see
https://creativecommons.org/licenses/by/4.0/

Manuscript received January 30, 2021; revised February 15, 2021; accepted February 17, 2021. Date
of publication February 22, 2021; date of current version March 10, 2021. This work was supported
in part by Ministry of Communication and Information Technology (MCIT) for the Project “Building
end to end 5G Test Bed (RP03521G)” and in part by the Science and Education Research Board
(SERB), Department of Science and Technology, Government of India for the Project “Experimental
Investigation and Performance Evaluation of HARQ Technique for Free-Space Optical Communication
Systems” under Project ECR/2018/000797. Corresponding author: Aashish Mathur (e-mail: aashish-
mathur@iitj.ac.in).

Abstract: In this paper, an artificial noise (AN) injection technique is incorporated in a
free-space optical (FSO) communication system with the aim of enhancing the secrecy
performance of the system. An intensity modulated direct detection (IM/DD) FSO link which
is subjected to Malaga (M) distributed turbulence with pointing errors is considered in
this paper. The performance of FSO systems is evaluated by deriving novel closed-form
expressions for the secrecy outage probability (SOP), strictly positive secrecy capacity
(SPSC), and throughput of the system. By formulating a constrained optimization problem,
we discuss an optimal power allocation strategy for throughput maximization in the consid-
ered system. It is shown through the results that the proposed technique is very effective in
improving the secrecy performance of FSO systems.

Index Terms: M turbulence model, artificial noise (AN), free -space optical communication
(FSO), physical layer security, pointing errors.

1. Introduction

Free-Space optical (FSO) communication systems offer higher bandwidth and capacity in
comparison to traditional radio frequency (RF) communication systems. In addition, FSO links
are license-free and cost-effective compared to expensive and scarce RF spectrum. Due to the
directional nature of optical beams, FSO communication systems are inherently more secure
than traditional RF communications [1]-[3]. However, it has been shown in [4], [5] that the secure
communication between the legitimate transmitter and receiver over FSO links can be intercepted
by an eavesdropper at the physical layer. It is reported in [6] that if the eavesdropper is able to
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locate itself either close to the transmitter or the legitimate receiver, it will be able to intercept the
information. This is depicted by areas 1 and 2 shown in [6, Fig. 1]. Otherwise, the FSO link is
secure. A comprehensive physical layer security analysis of an FSO system based on different
eavesdropper locations was recently presented in [7]. In [8], [9], the authors analysed the bit error
rate (BER) performance of FSO systems in presence of a jammer disrupting the communication
between the legitimate transmitter and receiver. However, the secrecy performance of FSO
systems was not investigated in this work. Hence, the physical layer security of FSO communication
systems is an important open research problem that should be given consideration in order to
reap the benefits of high speed FSO links. The authors in [10] analysed BER performance of
underwater wireless optical communication system. In [11], the authors analysed the secrecy
performance of FSO links in the presence of eavesdropper over Malaga (M) channels. The
authors in [12] discussed about micro optical sensors based on avalanching silicon light-emitting
devices monolithically integrated on chips. Orbital angular momentum (OAM) multiplexing was
proposed in [13] and [14] to improve the security of FSO systems. In [15], the authors proposed
to improve the secrecy performance of FSO systems by fragmenting the transmitted data and
simultaneously distributing the data fragments across the different atmospheric channels.

Artificial noise (AN) injection is a powerful technique that was proposed in the context of wireless
communication in order to secure the communication between the legitimate transmitter and
receiver in the presence of an eavesdropper [16]. In [16], considering multiple antennas at the trans-
mitter, intended receiver, and eavesdropper, AN that lies in the null space of the receiver’s channel
while simultaneously degrading the eavesdropper’s channel, was introduced in the transmitter. In
case of a single antenna at each node, [16] considered a collaboration between the transmitter
and several relays to generate AN at the transmitter. Recently, a simple system incorporating AN
injection scheme and employing a single antenna at each node without considering any external
relays was proposed in [17], where the authors showed that perfect secrecy can be achieved in
the presence of a passive eavesdropper. Despite the advantages of using AN injection schemes
to improve the secrecy performance, this approach has not been explored in the FSO literature, to
the best of the authors’ knowledge.

Contributions: Motivated by the latest advances in physical layer security analysis of FSO
systems and the necessity for improving the security of such systems, we study the secrecy
performance of FSO systems under the combined influence of generalized M turbulence and
pointing errors (PEs) using AN injection technique by considering single aperture at each node.
The generalized Malaga turbulence model with PEs is considered in this paper as this turbulence
model incorporates the well known distributions for different turbulence regimes (strong, moderate,
and weak) as its special cases. The derivations are not straightforward as they involve dealing with
the Meijer’s G-function. In addition, we present an optimization problem to minimize the connection
outage probability, P, with respect to the AN injection parameter, ¢, considering the security
constraint, which is also an important contribution of this paper. Solving the considered optimization
problem is indeed mathematically challenging as the mathematical expressions involve the Meijer’s
G-function. Apart from that, useful insights into FSO secrecy performance are obtained through the
numerical results. It is observed that the proposed AN injection scheme plays an important role in
improving the secrecy performance of FSO systems. Moreover, it is inferred that the proposed
AN injection scheme results in perfect secrecy of FSO systems for certain values of €. However,
it is also revealed that allocating more power to AN results in poorer P, subsequently resulting
in lower throughput achieved by the considered FSO communication system. Thus, a trade-off
between the secrecy performance and throughput of the considered FSO communication system
can be observed which is explained in detail in the Numerical Results section of our work. The
main contributions of our research work are summarised as follows:

e We derive novel closed-form expressions of the secrecy outage probability (SOP), strictly
positive secrecy capacity (SPSC), and throughput of FSO system utilizing the AN injection
scheme under the combined influence of generalized M turbulence and PEs. The derived
results can be mapped to different turbulence (AT) regimes (strong, moderate, and weak).
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Fig. 1. System model showing communication between Alice and Bob over FSO link in the presence of
an eavesdropper, Eve.

e By formulating a constrained optimization problem, we compute the optimal power allocation
factor between the information signal and AN that minimizes the connection outage probability
of FSO system subject to security constraint.

e |t is shown through simulation and analytical results that the proposed AN injection scheme
plays a crucial role in improving the secrecy performance of FSO systems.

e The trade-off between the SOP and the throughput of the considered FSO system is also
highlighted through the numerical results.

2. System Model

We consider an FSO communication system with intensity modulation direct detection (IM/DD)
in which the legitimate transmitter, Alice, wants to send confidential messages to the legitimate
receiver, Bob, in the presence of a passive eavesdropper, Eve as shown in Fig. 1. The FSO links
are subjected to the combined impact of M turbulence and PEs. It is assumed that Eve is very
close to Bob and can intercept the confidential messages transmitted by Alice. The FSO links are
subjected to the combined impact of M turbulence and PEs. The atmospheric turbulence is a result
of random temperature fluctuations caused by the mixing of the rising warm air with cooler air at
higher altitudes which leads to inhomogeneities in the medium, thereby resulting in the formation of
discrete cells or eddies of different sizes and refractive indices. This phenomenon causes random
intensity fluctuations in the received signal, thereby degrading the system performance [18], [19].
PEs are generated due to the misalignment between the transmitter and receiver apertures.
Such misalignment is mainly caused by swaying buildings, vibrations, and thermal expansion of
the building [20]. The M turbulence model is based on a physical model that involves a line of
sight (LOS) contribution, U, a component that is quasi-forward scattered by the eddies on the
propagation axis and coupled to the LOS contribution, US, and another component, US, due to
energy that is scattered to the receiver by off-axis eddies [21], [22]. USC and Ug are statistically
independent random processes. One of the main motivations behind studying M turbulence
model is that it incorporates various other turbulence models as the special cases [21], [22]. The
probability density function (PDF) of the receiver irradiance | from i to j experiencing M turbulence
in the presence of PE impairments is given by [22]

1+¢f]
{I-Z,Ot,',m’

c2A; b o
(o) = 2= meefzg[‘ﬁ” J (1)
=

///Ao/
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where the subscripts (i, j € {a, b, e}), respectively, denote Alice, Bob, and Eve, «; is a positive pa-
rameter related to the effective number of large-scale cells of the scattering process, 8; represents
the amount of turbulence-induced fading which is a natural number, ¢; is the ratio between the
equivalent beam radius at the receiver and the PE displacement standard deviation (jitter) at the
receiver, | ; is the path loss that is a constant in a given weather condition and link distance, A; is
a constant term that defines the pointing loss, and Gp';/(-) is the Meijer’s G-function. Further, the
parameters, A; and by in (1) are expressed as

¢

2002 Bi pi+7
b= (ST ) @
gt F D(ay) \9Bj + &
Bi— 1\ (g8 + @) (@ fay\F _u
_ 22 , 3
o (m—1 (m—1)! 9 /)\B JEN (3)
where ¢; = #ffg, , g=2by(1 — p) denotes the average power of the scattering component

received by off-axis eddies, 2by is the average power of the total scatter components, the pa-
rameter p € (0, 1) represents the scattering power coupled to the LOS component and Q' =
Q + 2bop + 2/2byp2 cOs(pa — ¢Pp) represents the average power from the coherent contributions.
The parameter Q is the average power of the LOS component, and ¢4 and ¢ are the deterministic
phases of LOS and coupled-to-LOS scatter terms, respectively. The function I'(-) in (2) denotes the
Gamma function. We further assume block fading in this work. In addition to that, at the start of each
block, Alice transmits pilot symbols to enable channel estimation at the receiver. Assuming channel
reciprocity between the transmitter and receiver, we consider that Bob knows the instantaneous
channel state information (CSI) l,_p = k4 [17]. In the following subsections, we propose an AN
injection scheme which degrades the received signal-to-noise ratio (SNR) at the eavesdropper,
subsequently improving the secrecy performance of the considered FSO communication system:

2.1 Phase 1

During Phase 1, Bob transmits pseudo random AN to Alice. The received signal at Alice is given
by

a1 =1 lb—a Z+ Na, (4)

where I,_, is the channel gain from Bob to Alice, 7 is the optical-to-electrical conversion coefficient,
z~ N(0,1) denotes AN from Bob, and n, ~ N'(0,02) denotes additive white Gaussian noise
(AWGN) at Alice with zero mean and variance o 2.

2.2 Phase 2

During Phase 2, Alice forwards the received signal along with the information-bearing signal to
Bob. The signal transmitted by Alice during Phase 2 is given by

Xa=+Jex+/1—¢€ fa.1 (5)

ra1]”

where x denotes the information-bearing signal and 0 < € < 1 denotes the power allocation factor
between information-bearing signal and AN. The received signal at Bob or Eve during Phase 2 is
expressed as

io="nl—i Xa+nj, i € {b,e}. (6)
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On substituting x, from (5) into (6) and utilizing (4), we get

bb—gq Z+n
fi,2=n/ai(\/zx+v1—6M)+nf, (7)
JPR 402

where n; ~ N'(0, 0?) denotes AWGN at the " node with zero mean and variance o?2. As discussed
earlier, Bob knows the instantaneous CSI ,_, = _5 and artificial noise z, which was generated
during Phase 1. Further, it is also assumed that Alice has shared the values of € and o2 to Bob
before the transmission. Thus, Bob can successfully cancel the received artificial noise z. From (7),
the received SNR at Bob is expressed as

2 E[x?]
Yo = E[2
772(1 - 6) /§b 2,2[+] 7 +E[nb]
Vab 2
= 5 (11) B, o2’ ®
1_|_ Ya-b
('72 12 +‘7a)

where yap = 2 © E?] =1 ,E[n] = 02, and E[n7] = o7. Here, E['] denotes the expectation operator.

It is assumed that Alice has a more sensitive receiver than Bob, i.e., 02 << oZ. Thus, the received
SNR at Bob is approximated as

Yo X Va-b /§_b €. 9)
Similarly, using (7), the received SNR at Eve is written as
€’
Yo = a-e — (10)
1—€)P o+ =
(1-€) Bot -—

- 2
where y,_¢ =

mqmls

3. Performance Analysis

In this section, we derive the PDFs of the received SNRs at Bob and Eve. We further discuss
the SOP, SPSC, and throughput in order to quantify the performance of the considered FSO
system. Using the transformation of random variables [23], the PDF of the received SNR at Bob is
expressed as

E
Zd,,eef’ “olb | Kb (11)
K2b
_ A 4 _ +p—1 _ B 42 _ 8 B«
where Dy = 3=, Ep = g5y G = bp 2P, o = € Vaop, k10 = {F5—. 25—} = {F. 25—, 2,

"‘b;‘ A ’J;” }. Similarly, the PDF of the instantaneous SNR at Eve is given by

Ae € 30[ Pe \/ Ve
f b,G =
(ve)= 4 ve (€ —(1=e€)re) ; 1.3 he Aoce V Va—e (e — (1 —€)ve)

;§+1}
é‘ezﬂae’q .

(12)

3.1 Secrecy Outage Probability

In this section, we formulate the SOP as a direct measure of the probability that a transmitted
message fails to achieve perfect secrecy. The encoder chooses two rates, i.e., the codeword trans-
mission rate R, and the confidential information rate Rs, while designing the encoding scheme [24].
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The cost of securing the message transmission against eavesdropping is measured by the rate
difference R, = R, — Rs. Perfect secrecy will not be achieved when C, > R.. Thus, the SOP is
defined as [17]

Pso = Pr(Ce > Ry — ), (13)

where C. = log,(1 + ve) is Eve’s instantaneous channel capacity. Thus, using (12), the SOP is
expressed as

Pso(e)zfoo ( §e2 Ag € )Zngo[ e \/ Ye
ofy-As_1 \ 4 Ve (€ — (1 — €)ye) p 9713 e Ace Ya—e (€ — (1 —€)ve)

241 ]d
{e27a6'1q ve:

(14)

On substituting W =tin (14), using [29, Eqg. (2.24.2.3)], and after some mathematical
manipulations, the closed-form SOP expression is written as

{5 Ae +q-1 7, o ®2 1 Ak, 1 i|
P = b 20te q— G P a ’ 15
SO Z (lle Aoe) Va—e 16 |0, k2e ( )
2 2 v o .
where ke = (55, 22, oo = (5. 557 %, 950, . %) and A = 25 ok It should be

noted here that P,, = 0 fore < 1 — 2f—F,

3.2 Throughput

The reliability performance of the system is usually measured by the connection outage probability
(COP) which is given by

Peo = Pr(Rp > G), (16)

where G, = log,(1 + ») is Bob’s instantaneous channel capacity. Thus, the COP is alternately
expressed as

2fb—1
Py =Pr(yp < 2% —1) = f f(Vo) dy - (17)
0

On substituting f(y) in (17) and after some mathematical simplifications, the closed-form expres-
sion for P, is obtained as

1
Pco DbzdpG61|:—)

225) K2b, 0

1”‘“’}. (18)

Now, the throughput of the system (in Gbps) is defined as the average confidential data transmis-
sion rate subjected to a given secrecy outage constraint. This is related to the connection outage
probability P,(€) [17]

0 = 1= PolD

Substituting (18) into (19), we get the throughput of the considered FSO system as follows:

2f 1)1, « R
6,1 s K1p S
( DbZdPG [— KZb,oD? (20)

M“b

(19)

3.3 Strictly Positive Secrecy Capacity

The SPSC is defined as the probability of existence of secrecy capacity and serves as a funda-
mental benchmark for secrecy performance. The SPSC of the FSO system is thus equivalent to
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the probability that the instantaneous secrecy capacity (Cs) is a positive quantity, yielding

SPSC = Pr(C, > 0),

log(1 + ) —log(1 +ve).  vb > Ve
0, otherwise.

Substituting the definition of C; and after some mathematical simplifications, the SPSC is re-
written as

where Cs =

SPSC = Pr(yp > ve).
=1-—Pr(ys < ve).

Ye
—1—/ /f (ve) dyo dye. (21)

From (11) and (12) and substituting
is re-written as

W = t, and after some mathematical calculations, (21)

(2 £2 Ao ApDe & &

— Qe -1
SPSC=1- =57 > by by 2%t
g=1 p=1
e te 1,k
2ab+p71 / 66,1 Db— » K1b
x o P71+ (1 —e)t|ka.0
x Gg;g[oe e ™ ] ]dt (22)

where D, = mf’/\ﬁ The integral in (22) can be expressed using Gauss-Laguerre approxima-
tion [25], and hence the SPSC is evaluated as

é‘e é.gA AbD Be BPo N

SPSC~ 1 — ZZZM Do +q—1
g=1 p=1 n=1
th € 1,«
2op+p— 1 t,, 661 Db n € 1b
X wn € G37) T = oot kzb. 0
1
o PR | 23)

where w, and t, denote the weight factor and the n'" zero of the Laguerre polynomial, respectively.

Remark 1: For finite values of N, the Gauss-Laguerre approximation used in (23) converges to
the exact integral value in (22). We consider N = 60 for an accurate approximation.

Discussion: Based on aforementioned performance parameters, i.e., SOP, SPSC, and through-
put, it can be easily inferred that for the better throughput and secrecy performance of FSO
communication system, it is desirable that C, should be as high as possible while on the contrary C,
should be as low as possible. It should be noted here that the parameter € in (5) plays a crucial role
in controlling C, and C,, subsequently effecting the overall performance of the AN injection scheme
based FSO communication system. It is observed that allocating more power to the AN signal would
enhances the secrecy performance (SOP and SPSC) of FSO communication systems. However,
such secrecy performance is achieved at the cost of reduction in the throughput of the considered
system. Useful insights into the FSO secrecy performance are obtained by analyzing this trade-off
between the secrecy performance and throughput for the considered FSO communication system
as detailed in the following sections.
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4. Optimal Power Allocation

In this section, we discuss the optimal power allocation parameter ¢ that maximizes the throughput,
v(e) or equivalently minimizes the connection outage probability, P,,(¢) of FSO systems subject to
security constraints. We assume that the optimal value is computed for fixed values of R, and Rs.
Thus, the optimization problem is formulated as

min Py(e) (24)
s.t. Pole) <p, 0<e <1, (25)

where p € [0, 1] represents the maximum allowed SOP. Utilizing Slater’s theorem [26] to express
the Meijer’s G-function in terms of the generalized hypergeometric function and then using its series
expansion [27, Eqg. 9.14.1], it can be shown that the double derivative of the objective function Pyy(¢)
w.r.. € is positive. Therefore, the objective function is a convex function of €. Hence, the considered
optimization problem is convex and the optimal solution must satisfy the Karush-Kuhn-Tucker (KKT)
conditions [28] as follows:

dFo(€) 0Pso(€)

A =0.
(a) oe + A P 0

(b) A1(Psole) — p) = 0.
(¢) Peole) —p <0.

(d) 21 >0.
- . dFPo(e) .
Let us observe condition (a) above. Now, using (18) and [29, Eq. (8.2.2.41)], 3 is expressed
as €
IFeo(€) 1 7.1 1)]1,0, k10
=Dye dee [ o | 1k2.0 | (26)
oP.
The quantity ;OE(G) in (a) is re-written as follows:
Py (€) _ % BPso(e)’ (27)
de de 0z
Ro—R : 9Pole) . .
where z = (e — (1 — €)(2™" —1)). Now, using [29, Eq. (8.2.2.41)], 2e is written as
0Pyfe) c2 A L 1
= by 2%t~
de 8r(e — (1 —€)(2R—Fs — 1) qz1
o DR HsGso[ $2 1 A‘O,K1e’1i|
(he Ace)? Vae 16| 1,0, K2e |’
(28)
Now, from (a) and (d), we have two different cases as follows:
e Case 1 (A1 = 0):In this case, condition (a) becomes
8Pco 1 7.1 —1)[1,0,x1p ] _
_Dbe deG T 1. kap. 0 =0.

This condition is valid only when ¢ — oo, which is not a feasible solution as ¢ € [0, 1]. Hence,
we discard this case.
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Fig. 2. SOP versus AN power allocation factor e for strong turbulence and ;¢ = 10 dB.

e Case 2 (L1 # 0): For this condition, we have Py(e) = p. Thus, (a) is written as
9FPeo(€) 9Pso(€)
A
de A de

Using Mathematica software, it is found that A1 > 0. The value of € obtained by solving P (¢) =
p satisfies the constraint Py, (¢) < p. Thus, the optimum value of € that minimizes the objective
function P,,(¢) while satisfying the constraint is obtained by solving

Pso(€) = p. (29)

Remark 2: It will be shown in Fig. 1 in Section 5 that P, =0 for ¢ <1 —2%=f_ Thus, (29)
holds for € > 1 — 2f—f which satisfies all the constraints in (25). Thus, it can be said that the
secrecy performance of the considered FSO system is compromised when achieving the maximum
throughput.

=0.

5. Numerical Results

In this section, the analytical as well as simulated results of the considered FSO system for
different performance metrics such as SOP, SPSC, and throughput are presented. We consider
various turbulence conditions such as strong turbulence (o, = ae = 2.296; B, = B¢ = 2), moderate
turbulence (ap = e = 4.2; B = Be = 3), and weak turbulence (ap = ae = 8; B = Be = 4). Unless
otherwise stated, the other parameters that are considered in our study are set to Q2 = 1.3256,
bog =0.1079, p = 0.596, ¢pa — P =7/2, {p = e = 1, and leAoe = lbAop = 1.

Fig. 2 shows the SOP behavior as a function of the AN power allocation factor for strong
turbulence considering 7, = 10 dB and different values of R, and R;. It can be inferred from
the figure that the SOP increases with the increase in the value of €. It is interesting to note that the
SOP is zero for e < 1 — 2R~ je. the considered FSO system attains the perfect secrecy. Since
€ can take a maximum value of unity indicating the scenario with no AN injection, the SOP will
be maximum for this case while other parameters are constant. Hence, the SOP saturates to this
maximum value as the value of ¢ is increased. Thus, it can be said that the AN injection scheme is
very effective in improving the secrecy performance of FSO systems.

In Fig. 3, the SOP of the considered FSO system is plotted as a function of the average
eavesdropper’s SNR, 7, for R,=2 and R; =1 and different ¢ values. The factor t in the
denominator of (10) decreases with increasing ya.. leading to the increments in the value of y, and
Ce- Hence, a logarithmic growth in the value of P, can be observed with increasing ... It can be
inferred from the figure that strong turbulence conditions are beneficial for the secrecy performance
of FSO systems. At lower turbulence, G is large due to lower spreading of the optical signals, and
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Fig. 3. SOP versus y5_¢ for R, =2 and Rs = 1.
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Fig. 4. Outage probability versus AN power allocation factor e for strong turbulence considering R, = 2,
and Rs = 1.

hence the secrecy performance of FSO systems is poor. It is also quite intuitive to observe that the
SOP performance deteriorates with increasing values of e.

Fig. 4 shows the outage probability as a function of the AN power allocation factor for strong
turbulence with R, =2, R; = 1, and different values of y,, and y,.. For € < 0.5, the considered
FSO system is perfectly secure and exhibits a relatively large F,,. However, for ¢ > 0.5, i.e., by
allocating more power to the information signal and less power to the AN, it can be observed from
the figure that the considered FSO system attains a lower P, at the cost of a reduction in the
secrecy performance. It can also be inferred from the figure that the secrecy performance of the
considered FSO system degrades with the increase in y,... Moreover, the F,, of the considered FSO
system decreases, i.e., the system becomes more reliable, with the increase in y,.5. Thus, Fig. 4 is
instrumental in highlighting the trade-off between the SOP and throughput of the considered FSO
system.

The variation of throughput of the FSO system as a function of the average SNR of Bob, i.e.,
Va_b, for different values of AN power allocation factor and PE parameters ¢, = ¢ is captured in
Fig. 5. It is observed from the plots that the throughput of the FSO system improves on increasing
the values of € and ¢,. It is also evident from the figure that the throughput attains the maximum
value for e = 1. However, as mentioned earlier, in this case, the system becomes highly insecure.

In Fig. 6, we compare the SPSC performance of the considered FSO system as a function
of y,_y, for different values of AN power allocation factor and PE parameters ¢, = ¢, under strong
turbulence. It can be seen from the figure that the SPSC of FSO systems deteriorates on increasing
the value of €. This is due to the fact that more power is allocated to the information bearing signal
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parameter considering strong turbulence.

and less to the AN. In addition, it can be observed from the figure that the SPSC of FSO systems
improves with an increase in the values of ¢, and .

Discussion: It can be inferred from the aforementioned numerical results that the choice of
the power allocation factor ¢, received SNR at Bob as well as at Eve, the AT regimes, and
PEs play an important role in the performance of AN-based FSO communication systems. The
secrecy performance of the considered FSO system deteriorates with the increase in ¢ and the
eavesdropper’s SNR. Additionally, a poor secrecy performance can also be observed for weak
AT and lower value of PEs. Moreover, it is also found that the reliability and throughput of the
considered FSO system improves with the increase in ¢, increase in received SNR at Bob, and
decrease in PEs. For instance, ¢ = 1 represents the absence of AN in the considered FSO system.
Thus, it can be inferred from Fig. 2 that the considered FSO system becomes highly insecure
for ¢ = 1. Additionally, it can be observed from Fig. 5 that the considered FSO system attains the
maximum throughput for ¢ = 1. Thus, a trade-off between security and throughput can be observed
as a function of €.

6. Conclusions

In this paper, an AN injection scheme is proposed to enhance the secrecy performance of FSO
systems. Performance metrics such as the SOP, SPSC, and throughput of the FSO system
are investigated. Through analysis and simulation, it is shown that the proposed technique is
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beneficial in improving the secrecy performance of FSO systems. Useful insights into the FSO
system performance are drawn from the simulation results. The experimental implementation of

the

proposed AN injection-based FSO systems would be considered as our future research work.
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