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Abstract For combining different single photon channels into single path, we use an effective and
reliable technique which is known as quantum multiple access. We take advantage of an add-drop
multiplexer capable of pushing and withdrawing a single photon into an optical fiber cable which
carries quantum bits from multiusers. In addition to this, spreading spreads the channel noise at
receiver side and use of filters stop the overlapping of adjacent channels, which helps in reducing
the noise level and improved signal-to-noise ratio. In this way, we obtain enhanced performance of
code division multiple access-based QKD links with a single photon without necessity of amplifiers
and modulators.

Keywords Direct sequence spread spectrum - code division multiple access - secure quantum
communication - optical fiber communication - quantum networks.

1 COMMUNICATION CHANNEL WITH MULTIPLE USERS

The successful transmission of classical data is achieved by various quantum key distribution
[1-3, 51, 54, 55, 61, 67], and other quantum communication protocols [5,7,59]. In most of these
protocols, we prefer photons as information carrier through various optical fiber links [4,6,8-10,12].

In case of high traffic density, where more than one user want to access the channel at the same
time, multiple access schemes [11, 13,14, 16] comes into picture to fulfill the demand of channel
access at the same time. As far as quantum networks are concerned, wavelength and frequency
division multiple access schemes play an effective role in which each user transmits information at
different frequencies [15,17,18,20-22,24,38,44,44,46], and each user wait for their chance, in case
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of time division multiple access technique [25].

Here, we are using concepts of multiple access which is based on spread-spectrum methods [57].
Most of our discussions are based on optical fiber based data transmission, but it could be useful
for free-space communication. In our scheme we are deploying optical devices, which is very useful
for transmitting photons of multiple users via the same optical fiber. In this way, the multiple users
share their time window, path, and frequency band. Hence, this quantum optical communication
approach is based on spread-spectrum multiple access methods, and eliminates heavy losses, which
were present in previous schemes [26,27]. In our scheme, along with add-drop architecture, we are
adopting classical spread-spectrum techniques [57].

2 SPREAD SPECTRUM TECHNOLOGY

In spread spectrum techniques [57], bandwidth B of a modulated signal D(t) is spread by RB,
where R is the spreading factor [28]. The received signal S(t), after spreading operation, is a larger
bandwidth signal, as compared to the original modulated data signal D(t).

In our current work, we are using DSSS (Direct sequence spread-spectrum) method, in the
CDMA (Code division multiple access) technology. In CDMA, a code ¢, (1 or —1 as a vector) is
assigned to each user U,. The basic and essential condition while assigning c, to each user is that,
cp.ch = 0pq, OF cp.cg < r, for p # q, where value of integer » must be as small as possible.

During spreading process, signal is multiplied by c,. Despreading can be achieved at the receiver
side by again multiplying the signal by the same value of c,.

To separate the signals from all the users, who share the bandwidth at the same time, it is
highly essential that the codes be chosen appropriately. The operations of spreading diminishes the
effect of noise and permits to enhance the multiple users with improved separation. In this task, an
appropriate length of orthogonal codes are chosen.

DSSS (Direct-sequence spread spectrum) techniques are employed to single photons [29]. First
we spread the photon’s wave function and then despread at the receiver side. In despreading oper-
ation, we get back the photon’s wavefunction in original form. If some noise exists, filters are used
to remove the noise part from photon’s wavefunction.

In this work, we present advantages of using single photon spreading for photon’s channels where
improved performance is obtained alongwith multiple access systems.

3 BASIC BUILDING BLOCKS

We are incorporating three important optical fiber elements as the basic building blocks of the
working system namely: fiber Bragg gratings (FBG), circulators, and modulators. A signal’s wave-
function is altered by a control signal [30], present in the electro-optic modulators. In the same
context, we can follow the same approach in the quantum domain [31]. The photon’s phase are
modulated using optical modulators. For this, we can apply [29], for a phase shift of £7 to various
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time bins of the photon’s wave function. In this procedure, we use a wavefunction of time length
T to segment it into S different segments. It is the corresponding code element C, which approves
phase shift 7 (if the element is 1), or -5 (if the element is -1). In addition to this, to make phase 0
(for element 1) or 7 (for element -1), we use an additional optical modulator. At the end, the total
phase change by both the modulations are £7 or 0/m.

Fig. 1 Circulator operation with Fiber Bragg Grating (FBG) [70].
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Fig. 2 Optical add-drop multiplexer (OADM) with a fiber Bragg grating and two circulators [71].
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We now require a technique to add the spread photons of multiusers in the same fiber. We are
using two important optical elements: fiber Bragg gratings and circulators. Circulators are non-
reciprocal optical devices that redirect incoming optical signals to the successive output ports (as
shown in Figs. 1 and 2).

To increase the bandwidth over optical fiber transmission, a multiplexing technology known
as Dense Wavelength Division Multiplexing (DWDM) is used. This is an optical multiplexing ap-
proach, which transmits various signals at different wavelengths on the same fiber.

Optical circulators are three-port devices which are used in a wide range of optical setups.
These are non-reciprocating and polarization-maintaining (PM) optical circulators with a center
wavelength of 1310 nm, 1550 nm, and 1064 nm. The optical circulators have many significant
properties which are required in communication systems such as very low insertion loss and high
isolation. Because of these unique properties, these are used as chromatic dispersion compensation
devices, add-drop multiplexers, and bi-directional pumps.

Fig. 1 describes the operation of circulators with Fiber Bragg Grating (FBG). Circulators drop
an optical signal from a dense wavelength division multiplexing (DWDM) technique with the use
of FBG. The Port 1 is coupled to the input of DWDM with Port 2 connected to FBG. The FBG
reflects the single wavelength, which then reenters the circulator in Port 2 and finally reaches at
Port 3. The rest of the signals travels through FBG and reaches at the top fiber.

Fig. 3 explains the operation of the two circulators deployed at the end of the fiber, which
add the signals in one direction and remove the signals in the other direction. Hence, this kind of
arrangement is used to transmit optical signals in two different directions down a single fiber.

Fig. 3 Circulator operation at both the ends of the fiber [72].

Fiber Bragg gratings allow to pass many of the incoming signals without altering their properties,
in case when a special frequency band is reflected. Hence, FBGs are called reflectors for some specific
frequencies (as shown in Fig. 4).



Quantum Communication using Code Division Multiple Access Network 5

=
4
H S
i [ e |
Input spectrum i ' d . i : A
[ 1] a ] Transmited spectrum
3 Bragg Gratings on a single fiber
Specific wavelengths. Reflectad wavelangth
1,2 and 3 are reflected varias with changes in
§ by different gratings strain or temperature.
i Ex: © shifts from
A orange to dark orange

Specire réfléchi

Fig. 4 Operation of Fibre-bragg-grating [73].

4 SIGNALS FOR QUANTUM COMMUNICATION

We make use of qubits as information carrier with different encodings. In classical communication,
out of different modulation schemes, frequency modulation is one of the most common approach
to deal with such kind of transmissions. Following the same approach in quantum regime, |0) and
|1) can be considered as wavefunctions at different frequencies [32]. In addition to this, for getting
phase information, at sidebands of carrier, we can use phase modulation [33].

Time-bin encoding is also an alternative approach where wavefunction is bounded within (0,
Ty) for encoding the quantum state |0), and |1) is encoded by introducing delay in wavefunction to
start from (Tp, 27p) [34]. Time-bin quantum bits transmission scheme is mostly used in quantum
key distribution and optical fiber communication. In time-bin qubit encoding scheme, codes are
designed for a fixed time interval say Tj. After code design, these are applied twice within that
time interval T}, so that interference between the generated spread signals by different users can be
avoided. In this way, two orthogonal codes which produce similar spread signals will never overlap
with each other and effect of the noise is diminished.

5 MULTIPLEXING OPERATION

In this section, we will discuss transmitter unit of each user which combine incoming signals with
the |¢ps). This |¢s) is a superposition state, and it has all the photons of the previous users. The
multiplexing operation is shown in Fig. 5. The add-drop multiplexing is used in optical fiber which
helps in combining different frequencies from different channels. In our current work, we are using
add-drop multiplexers in both the operations of multiplexing and demultiplexing.

An optical add-drop multiplexer (OADM) is used for multiplexing light in single mode fiber
(SMF). This is useful in wavelength-division multiplexing and in routing various channels of light
into or out of a SMF. For designing various optical telecommunication networks, OADM acts as an
optical node. Add and Drop terms are used here to add and remove the wavelengths according to
the desired operations to take place during the transmission in a particular network. Hence, OADM
is also known as an optical cross-connect.
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Fig. 5 Multiplexer: The user’s Photon (P,) and incoming superposition signal meet at FBG. Here, ¢, is the chipping
code, which is used to multiply with incoming superposition signal.

For adding individual photons of different quantum states, classical methods fail. The main rea-
son is that classical methods doesn’t follow the reversible operation of quantum states. Y-junction,
star couplers are some well-known classical methods but they introduces high losses and fail to
maintain quantum coherence [26,27], [35,36]. In our current add-drop multiplexer technique, pho-
ton loss is minimized.

In Fig. 5, the multiplexing operation is shown. The code ¢, is multiplied to the input superpo-
sition Up,. This multiplied signal is pass through fiber Bragg grating (FBG). The main function of
FBG is to reflect those frequency bands which have the photon signal. This operation of frequency
reflection is achieved before the spreading operation.

Along with the above operations, we transmit the modulated signals in opposite direction with-
out spreading, d,(t), as a data signal of next user via a circulator which reaches FBG simultaneously
as a superposition signal. The new photon and other spreaded superposition signals are present in
the circulator, where some of the signals come from FBG. The new photons are reflected by grating
into port 2 and some part of the spread superposition return to the optical fiber it arrives from.

The signal with previous photons and incoming new photon arrives the circulator, and is pointed
to the next modulator in port 3.

Here, at port 3, one more code ¢, is used to multiply. At this stage, photon from U, is spread
with the input superposition to it’s original form.

The final result is the combination of the previous wavefunction, and the incoming new photon.
In principle, the photons are less interactive with the external environment, as well as they don’t
interact with each other. Hence, this final result is similar to the tensor product of orthogonal
wavefunction which lies in the same frequency range.
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Fiber bragg grating reflects some part of the photon’s wavefunction. In case of S (spreading
factor) is larger, the probability, %, which is reflected back, and lost will be small. This small value
indicates very low value of channel loss. Further, for multiusers, this loss limits the channel access.
For security reasons, different codes are used to spread the wavefunction at each multiplexer unit.
The section of the wavefunction, which is in the spectrum as an ending part, is different for every
extra photon added. We can think this as the resulting effect as a uniform loss, which is the effect
of the second modulation.

6 DEMULTIPLEXING METHOD

If we perform the multiplexing operation for the IV users, we get qubits from all the users, where a
fiber carries N photons. At the receivers end, we separate out these photons using demultiplexing
operation, as shown in Fig. 6. As the circulator is a non-reciprocal device, this is the reason that
we cannot use multiplexing circuit in reverse order in the demultiplexing operation. Hence, we have
to perform slight modification in circuit sequence.

Cp €p
l Fiber Bragg Grating l
Modulator — Ec?:crg(;iczrlzszlrthree_ | | | | | | | | | Modulator

Superposition from input side Superposition from output side

Fig. 6 Demultiplexeing operation at the receiver end.

As shown in Fig. 6, the incoming superposition signal is modulated with the help of a code cp,
which results in spreading of the signal. This spreaded signal is now despreaded by the modulator
at the other end. The final wavefunction is concentrated in the original spectrum W.

The new signal is further sent into an Fiber Bragg Grating. The FBG reflects the intended
photon back to that circulator which forwards it to its intended receiver. In this process, some part
of the noise is added in the form of a fraction % of the wavefunction of the other photons. To recover
all the incoming photons, we need to run the experiment N times.

7 SIMULATION FOR MULTI-USERS

Photon losses become larger as compared to ideal case, where losses are % This condition arises
when we go through the practical implementation of the present study. Here, we show the extra
benefits of the add-drop architecture in quantum spread spectrum. To nullify the effects of losses,
and crosstalk between users, we use long length codes for obtaining better results.
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7.1 Photon Shape and their analysis

Here we performed multiplexing operation on single photons of length 7', which are in time domain.
These single photons can carry an empty or a Gaussian wave packet. These time bin encoding
schemes are similar to the COW (coherent one-way) protocol [37,39,40], and Ekert protocol [3],
which are entangled in time-energy form [41]. The two same length time bins exist in a COW
protocols, with a mean photon smaller than one. Here the Gaussian pulse is used to denote the
time bin in the coherent one-way protocol. Out of the two time bins, the first and the second are
corresponds to |0) and |1).

We apply the multiplexing operation in a time-energy quantum key distribution protocol. This
multiplexing technique helps in the distribution of entangled pairs, which were initially shared be-
tween each of the communicating users. Specially, in a time-energy QKD method we allow the
entangled photons to be shared between the authenticate users, these entangled photons were ini-
tially emitted from a significant process, known as spontaneous parametric down-conversion [42].
Continuous-variable (CV) quantum key distribution is not similar from the standard QKD in the
approach for detecting weak optical signals [39, 74-79].

The Gaussian wave packets are used to analyze the results. These Gaussian packets are set with
o (standard deviation) = 0.1 T, with a centered time bin. We analyzed our results with in phase
and random phase wave packets. Both these patterns of in phase and random phase are similar.

Let ¢(x,t) is the photon’s wave function. This is a complex valued function of two real variables
x and t. If the wave function is considered as a probability amplitude, the square modulus of the
wave function will be a positive real number:

|¢($7t)|2 = ¢*($,t)¢($,t) = p(x,t).

The asterik (x) denotes the complex conjugate. If the particle’s position is measured, it’s location
cannot be determined from the wave function, but it is determined by a probability distribution.
The probability that its position z will be in the interval a < x < b is the integral of the density
over this interval

b
Pagng(t):/ |p(z, t)|2de, (1)

where t is the time at which the particle was measured. This leads to the normalization condition
oo

[ 1ot npas =1, @
— 00

because the particle is measured, there will be 100% probability that it will be somewhere.
In our work, we have considered photon pulse as a Gaussian wave packet. The normalized wave
packet centered on xz = g, and of characteristic width o is

d(x) = poe” @) /(40?).

The normalization constant ¢q is
po|? = (1/2m0%)Y/2.
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Hence, the general form of normalized Gaussian wavefunction is

e'?

$(@) = Grgmae O /4?), (3)

where ¢ is an arbitrary real phase-angle. This is used for calculating the photon loss and crosstalk
probabilities in the coming sections.

7.2 Codes for Multiplexing-Demultiplexing operations

The linear feedback shift registers (LFSR) are used to generate a unique code for each user which
is used in the spread spectrum techniques. A long sequence of pseudo-random binary sequences
are desired for high speed data transfer as well as to scramble the message signals. The Pseudo
noise (PN) sequences are generated by Exclusive-OR (X-OR) gates and shift registers, depends on
the value of n (number of registers) and proper feedback, 2" — 1, as a periodic output is received,
which is also known as maximum-length sequence (m-sequence). These m-sequences follow partic-
ular type of properties. These m-sequences generate random signal statistics with a low value of
the autocorrelation function [43], a parameter to measure the similarity or dissimilarity between
the input and output data. In a specific case, to analyze our results for performance evaluation,
the shifted version of the various m-sequences with the right feedback can be chosen from the ta-
ble in [45]. The code value ¢, denotes a cyclic shift by it" position. Following these codes from 1
to 2" — 1 with binary data as 41, the expression, ¢,.c. = —1, is valid if and only if, p # q. In

q
other case, the expression cp.cg = 2" —1, is valid if and only if, both the indices are equal, i.e., p = q.

We need proper synchronization between the modulators. In addition to this, deploying a classi-
cal side channel can coordinate the nodes, which help in maintaining the start and end timings of the
bit stream, and also codes will be orthogonal. These issues are discussed in QKD networks [37], [46].
Without proper synchronization between the multiplexer and demultiplexer units many undesirable
effects such as interference and change in code families may occur, which further leads to different
sensitivities to time shifts.

7.3 Noise removing filters and signal modulators

In our study, we are considering FBG filter of spectral width of4,. This is considered similar to
the Gaussian filter. If we compare this spectral width with the spectral width of the Gaussian wave
packet of the photons, we find that it is %’r times the spectral width of the FBG filter. Specially
for FBG, we have chosen Gaussian shapes, the reason being that, the properties of the Gaussian
shapes are quite suitable and come close to the transfer function of apodized gratings.

We are using an ideal modulator, which provides a 0 or a 7 phase shift. In the interval of length
%7 the modulator introduces variable phase shift, which are determined by the binary values of
the code used. These code elements are generated at regular intervals of T seconds. We receive S
elements after T seconds. There will be no phase shift introduced by the modulator, in the case the
code element is 1 and if the code is -1, 7 shift occurs.
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7.4 Sources for insertion Losses and Noise

In the simulation, we assume the circulators, modulators and all the connections are ideal and have
no losses. The aim of this simulation is to model intrinsic losses due to the spreading. The effect of
other sources of loss is commented in the discussion. Likewise, we have not included noise or other
effects that can degrade the signal.

7.5 Simulation results

In this system, we receive two different sources of errors: one source of error due to crosstalk and
other due to photon loss. These values vary with the value of spreading factor (S) and the number of
users. Our results represent that overall performance can be enhanced with larger value of spreading
factor, but as the number of users participate in the communication process, the channel perfor-
mance degrades. Hence larger value of spreading factor helps in increased system performance, but
each additional user degrades the system performance. It is a trade off between the two factors.

In our analysis, we are considering five users who transmit eight bit random sequence, in which
empty time bin is denoted by 0 , and one photon Gaussian pulse is represented by 1. Here, we are
considering two different values of the spreading factor S = 28 — 1 and S = 2!% — 1, as shown in
the Figs. 7 and 8, respectively. The result is shown in the form of density of the average photon
number. Moreover, the output is in the form of probability density squared |4(t)|?. These outputs
indicate the losses, probability of photon loss, i.e. less than one information carrier (photon) in a
time bin, and crosstalk, i.e. probability of finding a photon in an empty time bin, or more photons
in a time bin, instead of one.

These problems are addressed in Fig. 8, where pulse distortion occurs during multiplexing op-
eration. The pulses of different heights are indicated to represent the losses during transmission.
Other than these, the residual pulses are indicated by 0, in which some portion of the information
carrier photons in adjacent channels reach a user that must receive zero photons.

We have shown the improved result without any losses and crosstalk, as shown in Figs. 8 and
10. These results show that a perfect high value of spreading factor, S, eliminates the various losses
described earlier, and correspondingly the density of the average photon number, particularly in
this case, is close to |¢(¢)|%. In this case, the integration of the Gaussian pulse (area under the
curve) is one.

The additional results are shown to compare the effect of spreading factor, S and number of
users, as depicted in Fig. 9 . These parameters help to compare the various losses or the photon
transmission in a wrong channel.

Here we have computed probability of photon loss in the cases where only one channel transmits
a Gaussian single photon pulse. This channel selection is randomly allotted. The results have been
shown in Table 1, representing average photon loss probability for 200 different tests. The values
depicted in the Table 1 are computed from the probability density, which denotes the availability
of the photon in its original channel.



Quantum Communication using Code Division Multiple Access Network 11
Number of Registers (n) = 8; Spreadinq Factor (S) = 255
I I I I I I I I
0 0 0 0 1 1 1 A 1 J\\ ]
1 ab. 1 1 1 A 1 /f\ 1 1
0 1 2 3 4 5 6 7 10
1 1 1 1 1 1 1
TA A A A ]
0 ] ] Ao ] ] ] ] ] A
0 1 2 3 4 5 6 7 10
1 1 1 1 1 1 1
0 1 1 1 1 1 0 1
5 - -
Al 1 M 1 A 1 A 1 A 1 M 1 A 1 I\A
0 1 2 3 4 5 6 7 10
1 1 1 1 1 1 1
| 1 j\ 1 1 1 1 1 1 1 ]
AN AN N A n A
0 1 2 3 4 5 6 7 10
1 1 1 1 1 1 1
5 1 0 1 0 1 1 0 1 ]
1 1 /A\ 1 1 //\ 1 A 1 1 //\
0 1 2 3 4 5 6 7 10

Fig. 7 Spreading factor, S = 28 - 1 (with a code from an LFSR (Linear Feedback Shift Register) and n = 8 registers)
for five users. The figure shows the output in terms of the density of the average photon number. Results show losses
(low amplitude 1 pulses) and crosstalk (pulses in 0 bins and high amplitude pulses in 1 bins). In an ideal system, the
represented output corresponds to the probability density squared |¢p(t)|2.

Table 1 Photon Loss Probability

Value of Spreading Factor|Five Users|Twenty Users|Fifty Users
S=28-1 0.3237 0.8300 0.9890
S=210_1 0.1197 0.3720 0.6727
S=212_1 0.0583 0.1337 0.2640
S=2M1_1 0.0424 0.0618 0.0996

It is observed that losses becomes effective in the communication system, as the number of
users grow. Each multiplexer and demultiplexer stage introduces additional losses. Larger value of
spreading factor, helps in filtering process, and filtering becomes more selective for higher values of
S. Thus, more the spreading factor S, more the photon spread, hence larger bandwidth results in
less losses and making it more acceptable for practical applications.

Other source of error is crosstalk. Here, in such case, we have calculated the photon probability
appearing in a channel which is empty. The transmitted single photon is random in phase. In these
calculations, we randomly allocated empty channel and investigated the photon availability at the
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Number of Registers (n) = 15; Spreading Factor (S) = 32767
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Fig. 8 Spreading factor, S = 215 - 1 (with a code from an LFSR (Linear Feedback Shift Register) and n = 15
registers) for five users. The figure shows the output in terms of the density of the average photon number. Here, we
obtain perfect output without any distortion and losses. In an ideal system, the represented output corresponds to

the probability density squared |¢p(t)|2.

Table 2 Probability of Crosstalk

Value of Spreading Factor|Five Users|Twenty Users|Fifty Users
S=28-1 0.0632 0.2240 0.3888
S=210_1 0.0183 0.0728 0.1677
S=212_1 0.0041 0.0184 0.0480
S=2M_1 0.0010 0.0050 0.0124

output. The area under the Gaussian photon pulse (integrating average photon number density in
the considered channel), gives the value of the crosstalk for 128 runs where each user transmits 8
bits, as shown in Table 2. The considered channel should be empty in such cases, while calculating

crosstalk.

As the number of users increase, losses (crosstalk and probability of photon loss), also increase.
On the other side, to avoid channel interference, we need to select longer codes. To make it practi-
cally acceptable and feasible in a realistic scenario, there must be fine tuning between the number
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Number of Registers (n) = 13; Spreading Factor (S) = 8191
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Fig. 9 Example of transmission in a system with S = 213 - 1 (with a code from an LFSR with n = 13 registers)

and five users.

Table 3 Fidelity values for different users

Single Photon as an information carrier

Five Users

Twenty Users

Fifty Users

|0) 1.077.1073| 2.330.1073 [5.624.10—3
1) 1.077.1073| 2.330.10~3 |5.620.1073
[+) 1.077.1073| 2.340.10~3 |5.630.10~3
[—) 1.076.1073| 2.332.10~3% |5.605.10~3

of users and code selection.

It is necessary for a quantum system that it should follow principal of quantum superposition.
Any quantum system used in quantum communication applications must obey this property of
quantum superposition, as required in coherent one-way (COW) QKD protocol [37,58,60]. In the
present study, we are considering four different quantum states |0), |1), |+), and |—) which serve
as single photon information carrier. We have defined these quantum states, and shown in Fig. 11.
A state with photon present in the first time bin, but empty in the second time bin, is denoted
by |0). While if the photon is present in the second time bin, but empty in the first time bin,
is represented by the state |1). Here each of the time bins is of duration T'. Following the same
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Number of Registers (n) = 14; Spreading Factor (S) = 16383
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Fig. 10 Example of transmission in a system with S = 214 - 1 (with a code from an LFSR with n = 14 registers)
and five users.

pattern, the superposition of the quantum states, |0) and |1) are written as |+) ( |+) = %) and

(]-)= M). These superposition states span the time duration from 0 to 27, as shown in Fig. 11.

V2

Let ¢(t) is the initial wavefunction, which travels through the optical channel. At the receiver

end, we get a distorted wavefunction q~5(t) Fidelity, F', is used to compare between the input and
output states. It can be defined from overlap integral

F= / & (O)o(t)deP (4)

where ¢(t) denotes the original photon’s wavefunction at the input side, and ;ﬁ;(t) is the complex
conjugate of the distorted wavefunction at the receiver end. The asterik (x) indicates the complex
conjugate. Here we have not taken the effect of the time of flight, which is the photons travel time
taken through the optical network.

The average fidelity is computed between the input and the normalized output state. The four
quantum states with different number of users and their corresponding fidelity values are calculated
and shown in Table 3. These values are written for spreading factor, S = 21° — 1. All fidelity values
are close to 1.
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Fig. 11 Waveform of coherent one-way Quantum Key Distribution (COW QKD).

8 DISCUSSION AND CONCLUSION

Considering a single optical fiber as a channel, we studied spread spectrum technique, in which
multiple users transmit their qubits. A unique code is deployed for each user to spread the original
message signal. The original message signal is obtained by considering the wavefunction of each
photon. The unique advantage of the spread spectrum approach is that, this technology offers ex-
tended bandwidth. For example, CDMA (code division multiple access) is a type of spread-spectrum
technique, where N different qubits are encoded in IV different photons and only a single optical
fiber is used as a transmission channel.

During successive multiplexing stages, a new qubit is added in the channel corresponds to each
new user. The photon loss probability of each “old” photon is % This is similar to that of de-
multiplexing operation. There are 2N — 2 lossy stages for a photon while passing from various
multiplexing-demultiplexing stages. Here N represents the number of users sharing a particular
channel. The maximum probability of photon loss is 21\(,;2, which can be reduced further by the
proper selection of addition and extraction of qubits of each user. The Figs. 5 and 6 will add cou-

pling losses that should in principle be taken into account.

Continuous-variable (CV) quantum key distribution is different from the standard quantum key
distribution method for detecting weak optical signals [39, 74-79]. Here, optical fiber channel is
used as a transmission medium, in which codes are deployed from code division multiple access.
One very significant parameter is spreading factor S, which helps in reducing noise effects on system
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performance, and at the same time allow more users to share the channel. For adequate separation,
N < S, is the condition, which gives appropriate number of orthogonal codes. The acceptable ex-
perimental value of S is 215 — 1, which is practically possible without further overlap [29]. There are
practical limits on modulators. Modulation rate of 10-100 Gbps is achieved. Exceeding the modula-
tion rate, enhanced smooth transition occur in the codes. These smooth transitions are undesirable
and degrade the overall performance of the multiplexing stages. These effects lead to the limits
on the modulation rates and code length. Photons with spreading factor values; S = 2'3 — 1 or
2141, and with wavefunctions in microsecond length (photons in MHz range) is practically possible.

Coupling losses at the optical elements are also likely to be a major limitation. In many QKD
networks, losses limit the maximum communication distance, but spreading provides certain pro-
tection against noise that reduce the strength of losses on the signal-to-noise ratio of the data link.
The noise that has been picked up in the channel [69] is spread at the receiver and the filter that
rejects adjacent channels also stops a greater proportion of the energy of the noise. This is an
independent effect of spreading and can be used to extend the reach of QKD links with a single
photon. In that case, the photon needs not to be spread with a modulator. An interesting alterna-
tive is using spread spectral teleportation, a teleportation protocol that can stretch or shrink the
wavefunction in frequency [47]. This kind of teleportation could extend the applicability of spread
spectrum methods to quantum repeater networks [48].

We have discussed that there is a trade off between spreading factor S, and the number of users,
N. The only solution of this problem is that, to avoid the losses, we can restrict the number of users
to access the channel during communication, which results in lower losses (& ).

The deployment of integrated optical elements, such as integrated microring structures with dis-
crete elements are a substitute of fiber Bragg-grating and the circulators. These microring structures
perform as frequency selective filters and routing devices, thereby eliminating the requirement of
amplifiers and giving birth of energy-efficient quantum optical code division multiple access [49,50].

The present study of the multiplexing method can also be used to combine classical and quantum
data. Most QKD networks send photons through what are called dark fibers, which are reserved
for quantum use and carry no classical data. Classical and quantum information channels can share
the same fiber if they are assigned different frequency bands, but Raman scattering and other pro-
cesses triggered by the classical optical signal introduce noise into the photon channel. The present
study of add-drop architecture offers a new way to introduce a single photon into an optical fiber
that carries classical signals. The method allows insertion in already deployed optical networks and
spreading helps to fight the noise in the communication channel.
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